CRISC Master Cheat Sheet

26% DOMAIN 1 — GOVERNANCE

A—ORGANIZATIONAL GOVERNANCE
Organizational Strategy, Goals, and Objectives

Organizational Strategy

Organizational strategy outlines the long-term direction and goals of an organization. It provides a
roadmap for achieving its mission and vision. A well-crafted strategy considers the organization's
strengths, weaknesses, opportunities, and threats (SWOT analysis) and aligns its resources and
efforts to achieve competitive advantage.

Goals and Objectives

Goals are broad, overarching statements of what an organization aims to accomplish. Objectives are
more specific, measurable, achievable, relevant, and time-bound (SMART) targets that support the
goals. They provide a clear focus for the organization's activities and help track progress towards
achieving its strategic objectives.

Example:
e Goal: Become the leading provider of sustainable energy solutions.
¢ Objectives:
o Increase market share by 20% within the next five years.
o Develop and launch five new sustainable energy products by the end of the year.
o Reduce carbon emissions by 30% by 2030.
Organizational Structure, Roles, and Responsibilities

Organizational structure defines how an organization is divided into different units and how these
units interact with each other. It determines the flow of authority, communication, and decision-
making within the organization. Roles and responsibilities outline the specific tasks, duties, and
accountabilities of each position within the organization.

Common organizational structures include:

¢ Functional: Organized by functional areas (e.g., finance, marketing, human resources).

e Divisional: Organized by product, geographic region, or customer segment.

e Matrix: Combines functional and divisional structures, creating a dual reporting structure.
Example:

e Role: Chief Information Security Officer (CISO)

e Responsibilities:

o Develop and implement the organization's information security strategy.
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o Oversee the design, implementation, and maintenance of information security
controls.

o Manage the information security budget and resources.
o Advise senior management on information security risks and mitigation strategies.
Organizational Culture

Organizational culture refers to the shared values, beliefs, and behaviors that characterize an
organization. It influences how employees interact with each other, make decisions, and approach
their work. A strong and positive organizational culture can foster employee engagement,
productivity, and loyalty.

Key elements of organizational culture include:

e Values: The core principles that guide the organization's behavior.

e Beliefs: The shared assumptions and perceptions held by employees.

e Behaviors: The observable actions and interactions of employees.

e Symbols: The objects, artifacts, and rituals that represent the organization's culture.
Policies and Standards

In the context of CRISC (Certified in Risk Management Assurance), policies and standards are
foundational elements of a robust risk management framework.

e Policies: These are high-level guidelines that define the organization's overall approach to
risk management. They outline the principles, objectives, and expectations for risk
governance, identification, assessment, response, and monitoring.

e Standards: Standards provide more specific requirements and guidelines for implementing
risk management practices. They can be internal standards developed by the organization or
external standards such as ISO 31000, COSO, or COBIT.

Adherence to policies and standards ensures consistency, transparency, and accountability in risk
management activities. They also provide a framework for evaluating the effectiveness of risk
management controls and processes.

Business Processes

Business processes are the series of activities that an organization performs to achieve its objectives.
Risk management is an integral part of effective business processes.

¢ Identifying risks: Business processes can be analyzed to identify potential risks that could
impact the organization's goals.

e Assessing risks: The likelihood and impact of identified risks can be evaluated to determine
their significance.

¢ Responding to risks: Appropriate risk response strategies, such as avoidance, mitigation,
acceptance, or transfer, can be implemented based on the risk assessment.

¢ Monitoring and control: Ongoing monitoring and control activities are essential to ensure
that risks remain within acceptable levels.
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By integrating risk management into business processes, organizations can proactively address
potential threats and improve their overall resilience.

Organizational Assets

Organizational assets are the resources that an organization owns or controls. They can be tangible
or intangible.

e Tangible assets: These include physical assets such as property, equipment, and inventory.
e Intangible assets: These include intellectual property, goodwill, and human capital.

Organizational assets are subject to various risks, such as loss, damage, or misuse. Risk management
involves identifying, assessing, and mitigating risks associated with these assets. By protecting
organizational assets, organizations can safeguard their financial stability and operational continuity.

B—RISK GOVERNANCE
Enterprise Risk Management (ERM)

Enterprise Risk Management (ERM) is a comprehensive, structured approach to identifying,
assessing, and managing risks that could affect an organization's achievement of its objectives. It
involves a systematic process of identifying potential risks, evaluating their likelihood and impact,
and developing strategies to mitigate or avoid them. ERM helps organizations to improve their
decision-making, enhance their resilience, and protect their value.

Risk Management Framework

A Risk Management Framework (RMF) provides a structured approach to implementing ERM. It
outlines a series of steps and activities that organizations can follow to identify, assess, and manage
risks effectively. A typical RMF includes the following components:

¢ Risk Identification: Identifying potential risks that could affect the organization's objectives.
e Risk Assessment: Evaluating the likelihood and impact of identified risks.

e Risk Response: Developing strategies to mitigate, avoid, transfer, or accept risks.

1. www.numerade.com

www.numerade.com

e Risk Monitoring and Control: Continuously monitoring risks and implementing controls to
mitigate them.

e Risk Reporting: Communicating risk information to stakeholders and senior management.
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Three Lines of Defense

The Three Lines of Defense model is a common framework for organizing risk management activities
within an organization. It involves three levels of responsibility:

e First Line of Defense: The operational units within an organization are responsible for
managing risks related to their day-to-day activities.

e Second Line of Defense: Specialized risk management functions, such as compliance, audit,
and risk management, provide oversight and support to the first line of defense.

e Third Line of Defense: The internal audit function provides independent assurance that the
organization's risk management processes are effective.

Risk Profile

A risk profile is a summary of an organization's risk exposures. It includes information about the
types of risks the organization faces, their likelihood and impact, and the strategies in place to
manage them. A risk profile can be used to inform decision-making, allocate resources, and
communicate risk information to stakeholders.

Risk Appetite and Risk Tolerance

Risk appetite and risk tolerance are fundamental concepts in risk management. They define the level
of risk an organization is willing to accept and the amount of risk it can absorb. Understanding these
concepts is crucial for making informed decisions and setting appropriate risk controls.

e Risk Appetite: This is the overall level of risk an organization is willing to assume in pursuit of
its objectives. It reflects the organization's tolerance for potential losses or negative
outcomes.

¢ Risk Tolerance: This is the specific level of risk an organization can accept for a particular risk
or activity. It is often expressed in quantitative terms, such as a percentage of revenue or a
monetary value.

A well-defined risk appetite and risk tolerance help organizations balance the need to take risks with
the desire to protect their assets and reputation. They provide a framework for decision-making and
ensure that risk management efforts are aligned with the organization's strategic goals.

Legal, Regulatory, and Contractual Requirements

Organizations operate within a complex legal and regulatory environment. Understanding and
complying with these requirements is essential for mitigating risks and avoiding legal liabilities.

e Legal Requirements: These are laws and regulations that apply to an organization's
operations. They can include labor laws, environmental regulations, consumer protection
laws, and industry-specific standards.

¢ Regulatory Requirements: These are rules and guidelines issued by government agencies or
industry bodies. They may be mandatory or voluntary, but they can have a significant impact
on an organization's risk profile.

e Contractual Requirements: These are obligations and responsibilities that arise from
contracts entered into by an organization. They can include contractual terms related to risk
sharing, indemnification, and liability.
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By identifying and addressing legal, regulatory, and contractual requirements, organizations can
minimize their exposure to legal risks and maintain a strong reputation.

Professional Ethics of Risk Management

Risk management professionals are expected to adhere to high ethical standards in their work. These
standards include:

e Integrity: Acting honestly and with integrity in all professional dealings.
e Objectivity: Providing unbiased and impartial advice.

e Competence: Possessing the necessary knowledge, skills, and experience to perform risk
management tasks effectively.

¢ Confidentiality: Protecting sensitive information and maintaining confidentiality.
e Professionalism: Adhering to professional standards and codes of conduct.

By upholding these ethical principles, risk management professionals can build trust with
stakeholders, ensure the credibility of their work, and contribute to the overall success of the
organization.

20% DOMAIN 2 — IT RISK ASSESSMENT

A—IT RISK IDENTIFICATION
Risk Events

Risk events are incidents or occurrences that have the potential to negatively impact an
organization's objectives. They can be classified into various categories based on their nature,
severity, and likelihood.

Contributing Conditions: These are factors that increase the probability or severity of a risk event.
Examples include:

e Vulnerabilities: Weaknesses in systems, processes, or people that can be exploited by
threats.

e Threats: Potential sources of harm, such as natural disasters, cyberattacks, or human errors.
e Exposure: The value or importance of the asset at risk.
Loss Result: The potential negative consequences of a risk event, which can include:
¢ Financial loss: Monetary damages or lost revenue.
e Operational disruption: Interruptions to business processes or services.
e Reputational damage: Harm to an organization's image or credibility.
e Legal liability: Exposure to lawsuits or fines.
Threat Modeling and Threat Landscape

Threat Modeling is a systematic process used to identify, analyze, and prioritize potential threats to
an organization's assets. It involves a structured approach to understanding the vulnerabilities in
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systems, processes, and people, as well as the potential threats that could exploit those
vulnerabilities.

Threat Landscape refers to the overall environment of threats that an organization faces. It includes
a comprehensive understanding of the types of threats that are most likely to occur, their severity,
and the potential impact they could have on the organization.

By conducting threat modeling and analyzing the threat landscape, organizations can gain valuable
insights into their risk exposure and develop effective risk mitigation strategies.

Key components of threat modeling include:
e Asset identification: Identifying the critical assets that need to be protected.
e Threat identification: Identifying potential threats that could impact the assets.

e Vulnerability identification: Identifying weaknesses in systems, processes, or people that
could be exploited by threats.

e Risk assessment: Evaluating the likelihood and impact of potential risk events.
e Mitigation planning: Developing strategies to address and mitigate identified risks.

Vulnerability and Control Deficiency Analysis (VCDA) is a systematic process used to identify and
assess potential vulnerabilities in an organization's information systems and controls. It involves a
detailed examination of the system's components, processes, and procedures to identify weaknesses
that could be exploited by malicious actors.

Root Cause Analysis (RCA)

A key component of VCDA is root cause analysis. This technique involves identifying the underlying
causes of a problem, rather than simply addressing the symptoms. By understanding the root causes
of vulnerabilities, organizations can take more effective measures to prevent future incidents.

Steps involved in RCA:
1. Identify the problem: Clearly define the vulnerability or control deficiency.

2. Gather information: Collect data from various sources, such as logs, interviews, and
documentation.

3. Develop a fishbone diagram: Use a cause-and-effect diagram to visualize the potential
causes of the problem.

4. Identify the root causes: Analyze the diagram to determine the most significant contributing
factors.

5. Develop corrective actions: Create a plan to address the root causes and prevent future
occurrences.

Types of Vulnerabilities
e Technical vulnerabilities: Weaknesses in hardware, software, or network infrastructure.
e Process vulnerabilities: Inefficiencies or gaps in organizational processes and procedures.

e Human vulnerabilities: Errors or omissions made by individuals.
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Types of Control Deficiencies

¢ Design deficiencies: Weaknesses in the design of controls.

e Operating deficiencies: Failures to implement or maintain controls effectively.

¢ Compensation deficiencies: Insufficient compensating controls to mitigate risks.
Risk Scenario Development

Risk scenario development involves creating hypothetical situations that could lead to adverse
consequences for an organization. By considering various potential threats and vulnerabilities,
organizations can assess the likelihood and impact of different risks.

Steps involved in risk scenario development:

1. Identify threats: Determine potential threats, such as cyberattacks, natural disasters, or
human errors.

2. Identify vulnerabilities: Assess the organization's susceptibility to these threats.

3. Combine threats and vulnerabilities: Create scenarios that combine specific threats and
vulnerabilities.

4. Evaluate impact: Assess the potential consequences of each scenario, including financial
loss, reputational damage, and operational disruption.

5. Prioritize risks: Rank risks based on their likelihood and impact.

B—IT RISK ANALYSIS AND EVALUATION
Risk Assessment Concepts

Risk is the potential for loss, damage, or harm to an asset. Risk assessment is the process of
identifying, analyzing, and evaluating risks. It involves:

e Risk identification: Identifying potential threats and vulnerabilities that could impact the
organization.

e Risk analysis: Assessing the likelihood and impact of identified risks.

¢ Risk evaluation: Determining the overall significance of risks based on their likelihood and
impact.

Risk appetite is the level of risk an organization is willing to accept. Risk tolerance is the maximum
level of risk an organization can tolerate.

Standards and Frameworks

Various standards and frameworks provide guidelines for risk assessment and management. Some of
the most commonly used ones include:

e COBIT 5 (Control Objectives for Information and Related Technology): A framework for
governance and management of enterprise IT.
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e 1SO 27001 (Information Security Management System): An international standard for
information security management.

e NIST Cybersecurity Framework (CSF): A framework developed by the National Institute of
Standards and Technology (NIST) to help organizations manage cybersecurity risks.

1. www.githubs.cn

www.githubs.cn

e COSO (Committee of Sponsoring Organizations of the Treadway Commission): A framework
for enterprise risk management.

These standards and frameworks provide a structured approach to risk assessment and
management, helping organizations identify, assess, and mitigate risks effectively.

Risk Register

A risk register is a central repository for documenting identified risks, their likelihood and impact,
and the corresponding risk responses. It is a valuable tool for managing and tracking risks throughout
the organization.

A typical risk register includes the following information:
¢ Risk identifier: A unique identifier for each risk.
e Risk description: A clear and concise description of the risk.
e Risk category: The category or type of risk (e.g., operational, strategic, financial).
o Likelihood: The probability of the risk occurring.
e Impact: The potential consequences of the risk.
e Risk rating: The overall assessment of the risk based on its likelihood and impact.
e Risk owner: The individual or team responsible for managing the risk.
¢ Risk response: The actions taken to address the risk (e.g., avoid, accept, transfer, mitigate).
e Contingency plan: A plan for responding to the risk if it occurs.

Risk Analysis Methodologies

Several methodologies can be used to analyze risks, including:

e Quantitative risk analysis: Uses numerical methods to estimate the likelihood and impact of
risks.

e Qualitative risk analysis: Uses subjective judgments to assess risks based on their severity
and probability.
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Scenario analysis: Examines potential future scenarios and their impact on the organization.

Decision tree analysis: A graphical tool for making decisions under uncertainty.

Business Impact Analysis (BIA)

A Business Impact Analysis (BIA) is a critical component of risk management that identifies and
assesses the potential consequences of disruptions to business operations. It helps organizations
understand the impact of incidents on their ability to achieve their objectives and provides a
framework for prioritizing risk mitigation efforts.

Key elements of a BIA include:

Identifying critical business processes: Identifying the core functions that are essential to
the organization's success.

Assessing the impact of disruptions: Evaluating the potential consequences of disruptions,
such as financial loss, operational downtime, reputational damage, and legal liabilities.

Determining recovery time objectives (RTOs): Establishing the maximum acceptable time for
restoring critical business functions after a disruption.

Determining recovery point objectives (RPOs): Determining the maximum acceptable data
loss that can be tolerated during a disruption.

Prioritizing criticality: Ranking business processes and data based on their importance to the
organization.

By conducting a thorough BIA, organizations can develop effective risk management strategies and
ensure business continuity.

Inherent and Residual Risk

Inherent risk: This is the level of risk that exists before any risk mitigation measures are
implemented. It represents the potential negative impact of an event occurring without any
controls in place.

Residual risk: This is the level of risk that remains after risk mitigation measures have been
implemented. It reflects the potential negative impact of an event occurring despite the
controls.

The difference between inherent and residual risk is the effectiveness of the risk mitigation
measures. A well-implemented risk management program should significantly reduce residual risk
compared to inherent risk.

Example:
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32% DOMAIN 3 — RISK RESPONSE AND REPORTING

A—RISK RESPONSE
Risk Treatment / Risk Response Options

Risk treatment, also known as risk response, involves developing strategies to address identified
risks. The CRISC certification emphasizes the following risk treatment options:

e Avoidance: Eliminating the risk by changing the project scope or activities.

e Acceptance: Deciding to accept the risk and its potential consequences.

e Transfer: Shifting the risk to another party, often through insurance or contracts.

e Mitigation: Reducing the likelihood or impact of the risk through preventive measures.

The choice of risk treatment option depends on factors such as the risk's severity, likelihood, and the
organization's risk appetite. CRISC professionals must carefully evaluate these factors to select the
most appropriate response.

Risk and Control Ownership

Effective risk management requires clear ownership of risks and controls. CRISC professionals play a
vital role in assigning ownership and ensuring accountability for risk management activities. Key
considerations include:

e Risk owner: The individual or team responsible for managing a specific risk, including
identifying, assessing, and treating it.

e Control owner: The individual or team responsible for implementing and maintaining a
control to mitigate a risk.

e Ownership matrix: A document that outlines the ownership of risks and controls within an
organization.

By clearly defining ownership, organizations can improve accountability, enhance communication,
and facilitate efficient risk management.

Third-Party Risk Management

In today's interconnected world, organizations often rely on third-party vendors and suppliers. This
introduces new risks that must be carefully managed. CRISC professionals are responsible for
assessing and mitigating third-party risks, including:

e Due diligence: Conducting thorough background checks on potential vendors to identify
potential risks.

e Contractual agreements: Establishing clear contractual terms to address risk transfer and
liability.

e Monitoring and oversight: Continuously monitoring third-party performance and
compliance with contractual obligations.

¢ Incident response: Having a plan in place to respond to incidents involving third-party
vendors.
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Issue, Finding, and Exception Management is a critical component of the CISM (Certified
Information Security Manager) certification. It involves identifying, assessing, and addressing
potential issues, findings, and exceptions that may arise during information security activities. This
process is essential for maintaining a robust security posture and mitigating risks.

Key Components
1. Issue ldentification:

o Proactive monitoring: Continuously monitor systems, networks, and applications for
signs of anomalies or vulnerabilities.

o Incident response: Investigate security incidents and identify underlying issues.

o Risk assessments: Conduct regular risk assessments to identify potential threats and
vulnerabilities.

o Feedback loops: Establish feedback mechanisms to gather information from
stakeholders and identify emerging issues.

2. Finding Assessment:

o Prioritization: Evaluate the severity and potential impact of findings based on factors
such as likelihood and consequences.

o Root cause analysis: Determine the underlying causes of issues to prevent
recurrence.

o Cost-benefit analysis: Assess the cost of addressing findings versus the potential
benefits of mitigation.

3. Exception Management:

o Deviation approval: Establish a process for approving exceptions to security policies
or procedures.

o Monitoring and review: Continuously monitor exceptions to ensure they are
justified and managed appropriately.

o Documentation: Maintain detailed records of exceptions and the reasons for their
approval.

Best Practices

e Establish clear policies and procedures: Develop guidelines for identifying, assessing, and
managing issues, findings, and exceptions.

e Implement a robust incident response plan: Have a well-defined plan in place to respond to
security incidents effectively.

e Utilize automated tools: Leverage security tools and technologies to streamline issue
identification and management.

e Conduct regular training and awareness programs: Educate employees about security best
practices and the importance of reporting issues.
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e Continuously review and improve processes: Regularly assess the effectiveness of issue,
finding, and exception management processes and make necessary adjustments.

By effectively managing issues, findings, and exceptions, organizations can reduce their exposure to
risks, protect sensitive information, and maintain a strong security posture.

Management of Emerging Risk

Management of Emerging Risk is another crucial aspect of the CISM certification. It involves
identifying, assessing, and addressing new and evolving threats and vulnerabilities. As the threat
landscape continues to evolve, it is essential for organizations to stay informed and adapt their
security measures accordingly.

Key Components

1. Threat intelligence: Gather information about emerging threats and vulnerabilities from
various sources, such as industry reports, intelligence agencies, and security forums.

2. Risk assessment: Evaluate the potential impact and likelihood of emerging risks on the
organization.

3. Mitigation strategies: Develop and implement strategies to address emerging risks, such as
updating security controls, training employees, and establishing incident response plans.

4. Monitoring and review: Continuously monitor the threat landscape and adjust mitigation
strategies as needed.

Best Practices
e Stay informed: Follow industry news and trends to stay updated on emerging threats.

e Conduct regular threat assessments: Assess the organization's exposure to emerging risks
and prioritize mitigation efforts.

¢ Invest in training and awareness: Educate employees about emerging threats and how to
recognize and report them.

e Foster a culture of security: Create a security-conscious culture where employees are
empowered to report suspicious activity.

e Collaborate with peers: Network with other security professionals to share information and
best practices.

B—CONTROL DESIGN AND IMPLEMENTATION
Control Types

CRISC (Certified in Risk and Information Systems Control) certification focuses on the design,
implementation, and evaluation of controls to mitigate risks in information systems. There are four
primary types of controls:

1. Preventive Controls: These controls are designed to prevent vulnerabilities and threats from
occurring in the first place. Examples include access controls, encryption, and firewalls.
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2. Detective Controls: These controls are designed to identify vulnerabilities and threats after
they have occurred. Examples include intrusion detection systems, audit logs, and
vulnerability scans.

3. Corrective Controls: These controls are designed to remedy the harm caused by a
vulnerability or threat. Examples include incident response plans, disaster recovery
procedures, and backups.

4. Compensating Controls: These controls are used when other controls are not feasible or
effective. They can help to mitigate risks by providing alternative safeguards.

Standards and Frameworks

CRISC professionals must be familiar with various standards and frameworks that provide guidance
on control design, implementation, and evaluation. Some of the most commonly used standards and
frameworks include:

e COSO (Committee of Sponsoring Organizations of the Treadway Commission): A framework
that provides guidance on internal control over financial reporting.

e NIST (National Institute of Standards and Technology): A U.S. government agency that
develops standards and guidelines for information security.

e 1SO (International Organization for Standardization): A global organization that develops
standards for various industries, including information security.

e COBIT (Control Objectives for Information and Related Technology): A framework that
provides guidance on governance and management of enterprise IT.

e ITIL (Information Technology Infrastructure Library): A set of best practices for IT service
management.

Control Design, Selection, and Analysis

Control design involves identifying and selecting appropriate controls to mitigate risks. This process
requires a thorough understanding of the organization's business objectives, risk appetite, and
regulatory requirements. Control selection involves choosing controls that are effective, efficient, and
cost-effective. Control analysis involves evaluating the effectiveness of controls and identifying areas
for improvement.

Control Implementation

Control implementation involves putting controls into place and ensuring that they are working as
intended. This requires clear procedures, training, and ongoing monitoring. Effective control
implementation is essential for mitigating risks and protecting the organization's assets.

Control Testing and Effectiveness Evaluation

Control testing involves assessing the effectiveness of controls through various methods, such as
walkthroughs, questionnaires, and observations. Effectiveness evaluation involves determining
whether controls are achieving their intended objectives. This requires ongoing monitoring and
assessment to ensure that controls remain relevant and effective.
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C—RISK MONITORING AND REPORTING
Risk Treatment Plans

A risk treatment plan outlines the specific strategies and actions an organization will take to address
identified risks. It's a crucial component of a comprehensive risk management framework. Common
risk treatment strategies include:

e Avoidance: Eliminating the risk by refraining from the activity that exposes the organization
to it.

e Acceptance: Acknowledging the risk and deciding not to take any action to mitigate it.
e Reduction: Implementing measures to reduce the likelihood or impact of the risk.
e Transfer: Shifting the risk to another party, often through insurance or outsourcing.

The plan should detail the responsible parties, timelines, budgets, and performance metrics for each
treatment strategy.

Data Collection, Aggregation, Analysis, and Validation

Effective data collection, aggregation, analysis, and validation are essential for identifying, assessing,
and managing risks. This involves:

e Data collection: Gathering relevant information from various sources, such as internal
systems, external databases, and surveys.

e Aggregation: Combining data from different sources into a unified view.

e Analysis: Applying statistical and analytical techniques to identify patterns, trends, and
anomalies.

e Validation: Ensuring the accuracy, completeness, and reliability of the data.
Quality data is crucial for making informed decisions about risk management.
Risk and Control Monitoring Techniques

Risk and control monitoring involves continuously assessing the effectiveness of risk treatment
strategies and controls. This helps to identify emerging risks and ensure that controls are functioning
as intended. Common monitoring techniques include:

¢ Key performance indicators (KPIs): Measuring the performance of critical controls and
processes.

e Audit trails: Tracking user activities and system events.

e Continuous monitoring: Using automated tools to monitor systems and identify anomalies in
real-time.

e Periodic assessments: Conducting regular reviews of controls and risk treatment strategies.
Risk and Control Reporting Techniques

Heatmaps
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Heatmaps are a visual representation of data that uses color gradients to highlight areas of high or
low risk or control effectiveness. In CRISC, heatmaps can be used to:

e  Prioritize risks: Identify high-risk areas that require immediate attention.
e Assess control effectiveness: Evaluate the performance of controls across different domains.
¢ Visualize trends: Track changes in risk and control levels over time.

Scorecards

Scorecards are a tabular representation of risk and control data, often used to summarize key
performance indicators (KPIs) and key risk indicators (KRIs). They can be customized to include
specific metrics, such as:

e Risk exposure: The potential impact and likelihood of a risk event.

e Control effectiveness: The extent to which controls are mitigating risks.

e Residual risk: The remaining risk after controls are applied.
Dashboards

Dashboards are interactive visualizations that combine multiple data sources and reporting
techniques to provide a comprehensive overview of risk and control activities. They can be used to:

¢ Monitor key metrics: Track KPIs, KRIs, and KCls in real-time.
e Identify trends and anomalies: Detect changes in risk and control levels.

e Support decision-making: Provide relevant information for risk management and
governance.

Key Performance Indicators (KPlIs)

KPIs are quantifiable metrics that measure the performance of an organization or its processes. In
the context of CRISC, KPIs can be used to:

e Assess risk management effectiveness: Measure the success of risk mitigation strategies.

¢ Evaluate control efficiency: Assess the cost-effectiveness of control activities.

¢ Monitor compliance: Ensure adherence to regulatory requirements.
Examples of KPls in CRISC include:

¢ Number of risk incidents: The frequency of risk events.

e Cost of risk: The financial impact of risk events.

e Control compliance rate: The percentage of controls that are being implemented effectively.
Key Risk Indicators (KRls)

KRIs are leading indicators of potential risk events. They are used to identify emerging risks and take
proactive measures to mitigate them. Examples of KRls include:

e Changes in regulatory requirements: New laws or regulations that could impact the
organization.
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e Economic indicators: Trends in the economy that could affect business operations.

¢ Technology vulnerabilities: Security threats or system failures that could compromise data
integrity.

Key Control Indicators (KCls)

KCls are metrics that measure the effectiveness of controls in mitigating risks. They are used to assess
the performance of control activities and identify areas for improvement. Examples of KCls include:

e Control compliance rate: The percentage of controls that are being implemented effectively.
e Control efficiency: The cost-effectiveness of control activities.

e Control effectiveness: The extent to which controls are mitigating risks.

22% DOMAIN 4 — INFORMATION TECHNOLOGY AND SECURITY

A—INFORMATION TECHNOLOGY PRINCIPLES
Enterprise Architecture (EA)

Enterprise Architecture (EA) provides a blueprint for an organization's IT infrastructure and business
processes. It ensures alignment between IT capabilities and strategic objectives. Key components of
EA include:

e Business Architecture: Defines the organization's goals, strategies, and operating model.
e Data Architecture: Describes the data assets, standards, and governance.

e Application Architecture: Outlines the applications and their integration.

e Technology Architecture: Specifies the hardware, software, and network infrastructure.

EA enables organizations to make informed decisions, optimize IT investments, and support business
agility.

IT Operations Management (ITOM)

IT Operations Management (ITOM) encompasses the processes and tools used to manage IT services
and infrastructure. Key areas of focus include:

e Change Management: Manages changes to IT systems and processes to minimize disruption.
e IT Asset Management (ITAM): Tracks and manages IT assets throughout their lifecycle.
e Problem Management: |dentifies, analyzes, and resolves underlying causes of IT incidents.
¢ Incident Management: Responds to and resolves IT incidents in a timely manner.
Effective ITOM ensures the availability, reliability, and performance of IT services.

Project Management
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Project Management involves planning, organizing, and controlling resources to achieve project
objectives within defined scope, time, and cost constraints. Key aspects of project management
include:

e Initiation: Defining the project scope, objectives, and deliverables.
e Planning: Developing a project plan, including tasks, resources, and timelines.
e Execution: Carrying out the project activities according to the plan.

¢ Monitoring and Controlling: Tracking progress, identifying risks, and making necessary
adjustments.

e Closing: Completing the project, evaluating performance, and documenting lessons learned.
Project management ensures successful project delivery and meets stakeholder expectations.
Disaster Recovery Management (DRM)

Disaster Recovery Management (DRM) prepares organizations to respond to and recover from
disruptions to IT services. Key components of DRM include:

e Business Impact Analysis (BIA): Identifies critical business processes and their dependencies.

o Disaster Recovery Plan (DRP): Outlines procedures for responding to and recovering from
disasters.

¢ Testing and Training: Regularly testing the DRP and training staff on disaster recovery
procedures.

e Continuity of Operations Planning (COOP): Ensures the continuity of essential business
functions during a disaster.

Data Lifecycle Management (DLM)

DLM is a systematic approach to managing data throughout its entire lifespan, from creation to
disposal. It involves various processes and activities to ensure data quality, security, and compliance.
The key phases of DLM include:

e Data creation: Identifying and collecting data sources.

e Data classification: Categorizing data based on sensitivity and value.

o Data storage: Selecting appropriate storage methods and locations.

e Data use: Ensuring data is used appropriately and in accordance with policies.
e Data protection: Implementing security measures to safeguard data.

e Data retention: Determining how long data should be retained.

o Data disposal: Safely and securely destroying data when it's no longer needed.

By following a DLM framework, organizations can improve data governance, reduce risks, and comply
with regulatory requirements.

System Development Life Cycle (SDLC)
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SDLC is a structured approach to developing information systems. It involves a series of phases, each
with its own objectives and deliverables. The most common SDLC models include:

e Waterfall model: A linear model where each phase is completed before moving to the next.

e Iterative model: A cyclical model where development is divided into smaller iterations,
allowing for feedback and adjustments.

e Agile model: A flexible model that emphasizes collaboration, iterative development, and
continuous improvement.

Regardless of the model used, the SDLC typically includes the following phases:
e Initiation: Defining the project scope and objectives.
e Planning: Developing a project plan, including timelines, resources, and budget.
e Design: Creating system specifications and design documents.
e Development: Building the system components.
e Testing: Verifying the system's functionality and performance.
¢ Implementation: Deploying the system into production.
e Maintenance: Providing ongoing support and updates.

SDLC frameworks help organizations manage the development process effectively and ensure that
the final system meets the desired requirements.

Emerging Technologies

CRISC professionals must stay updated with emerging technologies that can impact IT risk
management. Some of the key technologies to consider include:

e Cloud computing: The delivery of computing resources over the internet.

e Artificial intelligence (Al): The development of intelligent systems that can learn and adapt.
e Internet of Things (loT): The interconnection of physical devices through the internet.

e Blockchain: A decentralized digital ledger technology.

e Cybersecurity: Protecting information systems from threats and attacks.

B—INFORMATION SECURITY PRINCIPLES
Information Security Concepts

CRISC candidates are expected to have a deep understanding of fundamental information security
concepts. These include:

e Risk Management: The process of identifying, assessing, and responding to threats to
information security.

e Control Frameworks: Frameworks like COBIT, NIST Cybersecurity Framework, and ISO 27001,
which provide guidelines for implementing effective information security controls.
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¢ Information Security Governance: The policies, procedures, and practices that ensure
information security is managed effectively.

e Threat Modeling: A systematic approach to identifying and assessing potential threats to
information systems.

e Vulnerability Assessment: The process of identifying and evaluating weaknesses in
information systems that could be exploited by attackers.

Frameworks and Standards

CRISC candidates must be familiar with the key frameworks and standards used in information
security management. These include:

e COBIT (Control Objectives and Related Controls): A comprehensive framework for IT
governance and management.

e NIST Cybersecurity Framework: A framework developed by the National Institute of
Standards and Technology to help organizations manage cybersecurity risks.

e ISO 27001: An international standard for information security management systems.

e ITIL (Information Technology Infrastructure Library): A set of best practices for IT service
management.

e PCI DSS (Payment Card Industry Data Security Standard): A standard for organizations that
handle cardholder data.

Information Security Awareness Training

Information security awareness training is a critical component of a comprehensive information
security program. It helps employees understand the importance of information security and how to
protect sensitive data. CRISC candidates should be familiar with the following aspects of information
security awareness training:

e Target Audience: Identifying the appropriate audience for training, including employees,
contractors, and third-party vendors.

e Training Content: Developing training materials that cover relevant topics, such as phishing
scams, social engineering, and password security.

e Delivery Methods: Choosing effective delivery methods, such as classroom training, online
courses, and phishing simulations.

e Assessment and Evaluation: Measuring the effectiveness of training programs through
assessments and evaluations.

Business Continuity Management (BCM)

BCM is a strategic process that ensures an organization can continue its operations during and after a
disruptive event. It involves identifying critical business functions, developing contingency plans, and
testing those plans to ensure they are effective.

Key components of BCM include:
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e Business Impact Analysis (BIA): Identifying critical business processes and quantifying the
potential impact of disruptions.

e Contingency Planning: Developing alternative plans to continue operations in case of a
disaster.

e Crisis Management: Establishing procedures for responding to and managing crises.

e Testing and Training: Regularly testing contingency plans and training staff on their roles in a
crisis.

Data Privacy and Data Protection Principles

Data privacy and data protection are essential aspects of IT risk management. They involve
protecting sensitive information from unauthorized access, use, disclosure, or destruction.

Key principles of data privacy and data protection include:

e Accountability: Organizations are responsible for ensuring compliance with data protection
laws and regulations.

e Purpose Limitation: Data should only be collected and used for specific, lawful purposes.
e Data Minimization: Only the necessary data should be collected.

e Accuracy: Data should be accurate, complete, and up-to-date.

e Storage Limitation: Data should not be retained for longer than necessary.

¢ Integrity and Confidentiality: Data should be protected from unauthorized access,
alteration, or disclosure.

e Transparency: Individuals should be informed about the collection and use of their personal
data.

CRISC professionals are expected to understand and apply these principles to develop effective
data protection strategies. This includes conducting data privacy impact assessments, implementing
data security controls, and addressing data breaches.

Disclaimer: All data and information provided on this site is for informational
purposes only. This site makes no representations as to accuracy, completeness,
correctness, suitability, or validity of any information on this site & will not be
liable for any errors, omissions, or delays in this information or any losses,
injuries, or damages arising from its display or use. All information is provided on
an as-is basis.
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