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ISO 27001 Lead Auditor Master Cheat Sheet 

 

Domain 1: Fundamental principles and concepts of an information security 

management system (ISMS) 

Competencies 
1. Understanding Main Concepts of ISMS 

• ISMS: An ISMS is a systematic approach to managing information security risks. It involves a 

set of policies, procedures, and practices to protect sensitive information. 

• Information Security: This refers to the protection of information from unauthorized access, 

disclosure, alteration, or destruction. 

• Risk Assessment: Identifying and evaluating potential threats to information security and 

assessing their likelihood and impact. 

• Risk Treatment: Implementing measures to mitigate or eliminate identified risks. 

• Continuous Improvement: Regularly reviewing and refining the ISMS to ensure it remains 

effective. 

2. Understanding Organization's Operations and Information Security Standards 

• Organizational Context: Understanding the organization's structure, culture, and objectives 

is essential for tailoring the ISMS to its specific needs. 

• Information Security Standards: Familiarity with various standards like ISO 27002 (code of 

practice), NIST Cybersecurity Framework, and PCI DSS (Payment Card Industry Data Security 

Standard) helps in aligning the ISMS with industry best practices. 

• Legal and Regulatory Requirements: Understanding applicable laws and regulations (e.g., 

GDPR, HIPAA) ensures compliance and avoids legal penalties. 

3. Identifying, Analyzing, and Evaluating Information Security Compliance Requirements 

• Compliance Requirements: This involves identifying the specific requirements that apply to 

the organization based on its industry, location, and the nature of its information. 

• Gap Analysis: Comparing the organization's current practices against the identified 

requirements to determine areas of non-compliance. 

• Risk Assessment: Evaluating the potential risks associated with non-compliance and 

prioritizing them based on their likelihood and impact. 

• Mitigation Strategies: Developing and implementing plans to address identified gaps and 

mitigate risks. 

• Monitoring and Auditing: Regularly monitoring compliance and conducting audits to ensure 

ongoing adherence to requirements. 

4. Ability to explain and illustrate the main concepts in information security and information 

security risk management 
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• Information security: The protection of information assets from unauthorized access, use, 

disclosure, disruption, modification, or destruction.    

• Information security risk management: The process of identifying, assessing, and treating 

risks to information assets. 

Key concepts: 

• Confidentiality: Ensuring that information is accessed only by authorized individuals. 

• Integrity: Ensuring that information is accurate and complete. 

• Availability: Ensuring that information is accessible when needed. 

• Risk assessment: Identifying potential threats to information assets and evaluating their 

likelihood and impact. 

• Risk treatment: Implementing measures to reduce, avoid, or mitigate risks. 

5. Ability to distinguish and explain the difference between information asset, data, and record 

• Information asset: Any information that has value to an organization, such as customer data, 

financial information, intellectual property, or trade secrets. 

• Data: Raw facts and figures that are processed to produce information. 

• Record: A collection of related data that is treated as a unit. 

Key differences: 

• Value: Information assets have value to the organization, while data and records may not. 

• Context: Information assets are considered within a specific context, while data and records 

are more generic. 

• Purpose: Information assets serve a specific purpose, while data and records may be used 

for various purposes. 

6. Ability to understand, interpret, and illustrate the relationship between information security 

aspects such as controls, vulnerabilities, threats, risks, and assets 

• Vulnerability: A weakness in an information asset that could be exploited by a threat. 

• Threat: A potential occurrence that could result in harm to an information asset. 

• Risk: The likelihood and impact of a threat exploiting a vulnerability. 

• Control: A measure implemented to protect an information asset from threats. 

Relationship: 

• Assets: The targets of protection. 

• Vulnerabilities: Weaknesses in assets that can be exploited. 

• Threats: Potential occurrences that could harm assets. 

• Risks: The combination of threats and vulnerabilities. 
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• Controls: Measures to mitigate risks. 

7. Ability to identify and illustrate big data, artificial intelligence, machine learning, cloud 

computing, and outsourcing operations 

These technologies are becoming increasingly important in information security: 

• Big data: Large datasets that are difficult to process using traditional data processing tools. 

• Artificial intelligence: The simulation of human intelligence in machines. 

• Machine learning: A subset of AI that involves training computers to learn from data.    

• Cloud computing: The delivery of computing services over the internet. 

• Outsourcing operations: Contracting out business processes to third-party providers. 

Implications for information security: 

• Data privacy: Protecting sensitive information in big data environments. 

• Security of AI systems: Preventing AI systems from being exploited by malicious actors. 

• Cloud security: Ensuring the security of data stored in cloud environments. 

• Third-party risk management: Assessing and managing risks associated with outsourcing 

operations. 

 

Knowledge statements 
1. Knowledge of Information Security Laws, Regulations, and Standards 

• Compliance: Organizations must be aware of and adhere to all relevant information security 

laws, regulations, and industry standards. This includes national laws such as the General 

Data Protection Regulation (GDPR) in the EU, as well as industry-specific regulations like 

HIPAA in healthcare. 

• Contracts and Agreements: Any contracts or agreements with customers, suppliers, or 

partners that involve the handling of sensitive information must be reviewed to ensure 

compliance with ISO 27001 principles. 

• Internal Policies: Organizations should have clearly defined internal policies and procedures 

to guide their information security practices. These policies should align with external 

regulations and standards. 

2. Knowledge of Main Standards Related to Information Security 

• ISO 27001: This is the core standard that provides the framework for information security 

management. 

• ISO 27002: This standard offers guidance on specific controls that can be implemented to 

meet the requirements of ISO 27001. 

• ISO 27005: This standard provides guidance on information security risk management. 
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• ISO 27017: This standard provides guidance on information security controls for cloud 

services. 

• ISO 27018: This standard provides guidance on the protection of personally identifiable 

information (PII) in the cloud. 

3. Knowledge of Main Concepts and Terminology of ISO/IEC 27001 

• Information Security: This refers to the protection of information from unauthorized access, 

disclosure, alteration, or destruction. 

• Information Security Management System (ISMS): A system of policies, procedures, and 

controls designed to protect information assets. 

• Risk Assessment: The process of identifying, analyzing, and evaluating information security 

risks. 

• Risk Treatment: The process of selecting and implementing appropriate controls to address 

identified risks. 

• Confidentiality: Ensuring that information is accessed only by authorized individuals. 

• Integrity: Ensuring that information is accurate and complete. 

• Availability: Ensuring that information is accessible when needed. 

4. Knowledge of the Concept of Risk and Its Application in Information Security 

• Risk: The possibility of an event occurring that could have a negative impact on an 

organization's information assets. 

• Risk Assessment: Identifying and evaluating potential threats and vulnerabilities to 

information assets. 

• Risk Treatment: Selecting and implementing appropriate controls to reduce or eliminate 

identified risks. 

• Risk Management: The ongoing process of identifying, assessing, and treating risks to 

information assets. 

5. Knowledge of the relationship between information security aspects 

This requirement emphasizes the interconnectedness of various information security 

elements. It's crucial to understand how different aspects, such as confidentiality, integrity, 

and availability, influence each other. For example, ensuring confidentiality (keeping 

information secret) might involve implementing encryption measures, but these measures 

could also impact availability (how easily information can be accessed). 

6. Knowledge of the difference and characteristics of security objectives and controls 

• Security objectives: These are the specific goals an organization wants to achieve in terms of 

protecting its information. For instance, a security objective might be to prevent 

unauthorized access to sensitive data. 
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• Security controls: These are the measures implemented to achieve the security objectives. 

They can be technical, administrative, or physical. For example, a technical control could be a 

firewall, while an administrative control might be a security awareness training program. 

It's important to understand that security objectives and controls are closely linked. Security 

objectives guide the selection and implementation of controls, while controls help to achieve the 

desired security objectives. 

7. Knowledge of the difference between preventive, detective, and corrective controls 

• Preventive controls: These are designed to prevent security incidents from occurring in the 

first place. Examples include access controls, encryption, and security awareness training. 

• Detective controls: These are intended to detect security incidents after they have occurred. 

Examples include intrusion detection systems, log monitoring, and vulnerability scanning. 

• Corrective controls: These are used to respond to and recover from security incidents. 

Examples include incident response plans, data recovery procedures, and disaster recovery 

plans. 

A well-rounded ISMS will incorporate a mix of all three types of controls to provide comprehensive 

protection. 

8. Knowledge of the main characteristics of big data, artificial intelligence, machine learning, cloud 

computing, and outsourcing operations 

Understanding these emerging technologies is crucial for organizations operating in today's digital 

landscape. 

• Big data: This refers to extremely large datasets that are difficult to process using traditional 

data processing tools. Big data can present unique security challenges due to its volume, 

variety, and velocity. 

• Artificial intelligence (AI) and machine learning: AI can be used to automate various security 

tasks, such as threat detection and anomaly detection. Machine learning algorithms can 

learn from past data to identify patterns and trends that may indicate security threats. 

• Cloud computing: Many organizations are migrating their IT infrastructure to the cloud, 

which can introduce new security risks. It's essential to understand the shared responsibility 

model of cloud security and implement appropriate controls to protect data in the cloud. 

• Outsourcing operations: Outsourcing can involve sharing sensitive information with third-

party providers. Organizations must carefully evaluate the security practices of their 

outsourcing partners and implement appropriate contractual safeguards. 

 

Domain 2: Information security management system (ISMS) 

Competencies 
1. Understanding the ISO/IEC 27001 Requirements and Structure 

• Scope: The standard defines the boundaries of its applicability, including the types of 

information and organizations covered. 
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• Normative References: It references other relevant standards and documents that provide 

essential definitions and guidance. 

• Terms and Definitions: The standard clarifies key terms and concepts used throughout the 

document. 

• Clause Structure: ISO 27001 is organized into clauses that address specific aspects of 

information security management, such as scope, policy, planning, implementation, 

operation, monitoring, review, and continual improvement. 

2. Understanding the Components of an Information Security Management System 

An ISMS based on ISO 27001 typically consists of the following components: 

• Information Security Policy: A formal statement of the organization's commitment to 

information security. 

• Risk Assessment: A process to identify, analyze, and evaluate information security risks. 

• Risk Treatment: A process to select and implement appropriate controls to address 

identified risks. 

• Information Security Objectives: Specific, measurable goals related to information security. 

• Information Security Controls: Measures implemented to protect information assets. 

• Information Security Management Processes: Procedures for planning, implementing, 

operating, monitoring, reviewing, and improving the ISMS. 

3. Understanding, Interpreting, and Analyzing ISO/IEC 27001 Requirements 

To effectively implement ISO 27001, organizations need to: 

• Interpret the Requirements: Understand the specific requirements of each clause and how 

they apply to their organization's context. 

• Analyze the Requirements: Assess the potential impact of the requirements on their existing 

information security practices. 

• Identify Gaps: Determine where their current practices fall short of meeting the ISO 27001 

requirements. 

• Develop an Implementation Plan: Create a roadmap for implementing the necessary 

controls and processes to achieve compliance. 

4. Ability to understand whether the organization has satisfied the needs of the interested parties 

• Interest Parties: These include anyone who can affect or be affected by the organization's 

activities, products, or services. Examples include customers, employees, suppliers, 

regulators, and the community. 

• Needs: Understanding the needs of interested parties helps the organization prioritize its 

information security efforts and ensure that its ISMS aligns with their expectations. 

5. Ability to understand, explain, and illustrate the main steps to establish, implement, operate, 

monitor, review, maintain, and improve an organization’s ISMS 
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• ISMS Lifecycle: This refers to the ongoing process of planning, implementing, operating, 

monitoring, reviewing, maintaining, and improving an ISMS. 

• Key Steps: These include:  

o Planning: Defining the scope of the ISMS, identifying information assets, and 

conducting a risk assessment. 

o Implementation: Developing and implementing policies, procedures, and controls to 

address identified risks. 

o Operation: Monitoring and reviewing the ISMS to ensure it is effective. 

o Maintenance: Updating the ISMS to reflect changes in the organization or its 

environment. 

o Improvement: Continuously enhancing the ISMS to address new risks and improve 

its effectiveness. 

6. Ability to understand the risk assessment approach and methodology 

• Risk Assessment: This is the process of identifying, analyzing, and evaluating risks to 

information security. 

• Approach and Methodology: ISO 27001 does not prescribe a specific risk assessment 

methodology, but it requires organizations to adopt a systematic approach that considers the 

likelihood and impact of potential threats. 

7. Ability to understand the selection of appropriate controls based upon Annex A of ISO/IEC 

27001 

• Annex A: This is a non-normative annex of ISO 27001 that provides a list of controls that 

organizations can consider when developing their ISMS. 

• Control Selection: Organizations should select controls that are appropriate for their specific 

needs and risk profile. The selection process should be based on a risk assessment and 

consider factors such as the value of the information asset, the likelihood and impact of 

threats, and the cost-benefit of implementing controls. 

Knowledge statements 
1. Knowledge of the supporting standards of ISO/IEC 27001 

To fully understand and implement ISO 27001, it's crucial to be familiar with the supporting 

standards that provide context and guidance. These include: 

• ISO/IEC 27000: This is the overarching standard that defines the scope and purpose of ISO 

27001. It provides a vocabulary and framework for information security. 

• ISO/IEC 27002: This standard offers specific controls and recommendations to help 

organizations implement ISO 27001. It provides guidance on practical measures to protect 

information assets. 

• ISO/IEC 27004: This standard provides guidance on measuring the effectiveness of an ISMS. 

It helps organizations evaluate the performance of their security controls and identify areas 

for improvement. 
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• ISO/IEC 27005: This standard provides guidance on risk assessment and treatment. It helps 

organizations identify and assess risks to their information assets and develop appropriate 

security measures. 

2. Knowledge of the concepts, principles, and terminology related to management systems 

A solid understanding of general management systems concepts is essential for implementing ISO 

27001. This includes: 

• Management System Framework: Understanding the basic structure and components of a 

management system, such as its policy, objectives, planning, implementation, operation, 

monitoring, review, and continual improvement. 

• Risk Management: Knowing how to identify, assess, and treat risks to the organization's 

information assets. 

• Quality Management: Understanding the principles of quality management, such as 

customer satisfaction, continuous improvement, and process-based approach. 

• Environmental Management: Familiarity with the concepts of environmental management, 

such as pollution prevention and sustainable practices. 

3. Knowledge of the principal characteristics of an integrated management system 

Many organizations implement multiple management systems (e.g., quality, environmental, 

information security) to address different aspects of their operations. An integrated management 

system (IMS) aims to combine these systems into a cohesive framework to improve efficiency and 

reduce redundancy. Key characteristics of an IMS include: 

• Alignment: Ensuring that the different management systems are aligned with the 

organization's overall goals and objectives. 

• Integration: Combining processes and procedures from different systems to avoid 

duplication and promote synergy. 

• Efficiency: Streamlining operations and reducing costs by leveraging common resources and 

practices. 

• Effectiveness: Achieving the desired outcomes for all aspects of the organization's 

operations. 

4. Knowledge of the ISO/IEC 27001 requirements presented in the clauses 4 to 10 

ISO 27001 is structured into 10 clauses, each addressing a specific aspect of an ISMS. A thorough 

understanding of these clauses is essential for implementing the standard. Key areas covered in 

clauses 4 to 10 include: 

• Scope: Defining the boundaries of the ISMS. 

• Information security policy: Establishing the organization's commitment to information 

security. 

• Organization of information security: Assigning roles and responsibilities within the 

organization. 

• Planning of information security: Developing an information security plan. 



 

 pg. 9 

SKILLCERTPRO 

• Implementation of information security controls: Selecting, implementing, and maintaining 

appropriate security controls. 

• Operation and maintenance of information security controls: Ensuring the ongoing 

effectiveness of security controls. 

• Monitoring, measurement, analysis, and improvement of information security: Evaluating 

the performance of the ISMS and identifying areas for improvement. 

5: Establishing the ISMS and Security Policies 

This requirement outlines the essential steps involved in setting up an ISMS and developing the 

necessary security policies, objectives, processes, and procedures. Key points include: 

• Information Security Policy: A high-level document that defines the organization's 

commitment to information security and outlines its scope, objectives, and responsibilities. 

• Security Objectives: Specific goals aligned with the overall business objectives and 

information security policy. They should be measurable and achievable. 

• Processes and Procedures: Detailed guidelines for implementing security controls and 

managing information security activities. This includes incident response, access control, and 

business continuity planning. 

• Risk Management: A systematic approach to identifying, assessing, and treating information 

security risks. This involves evaluating potential threats and vulnerabilities and implementing 

appropriate controls. 

• Compliance: Ensuring adherence to relevant laws, regulations, and industry standards. 

• Continuous Improvement: Implementing a process for regularly reviewing and updating the 

ISMS to address evolving threats and vulnerabilities. 

6: Knowledge of Risk Assessment Approach and Methodology 

This requirement emphasizes the importance of conducting a thorough risk assessment to identify 

potential threats and vulnerabilities. Key aspects include: 

• Risk Identification: Identifying potential threats that could compromise the organization's 

information security. This includes internal and external threats. 

• Risk Analysis: Assessing the likelihood and impact of identified risks. This involves 

considering factors such as the vulnerability of systems, the potential consequences of a 

successful attack, and the likelihood of the threat materializing. 

• Risk Evaluation: Determining the overall significance of each risk based on its likelihood and 

impact. This helps prioritize risks for mitigation. 

• Risk Treatment: Developing and implementing appropriate measures to address identified 

risks. This may involve avoiding the risk, reducing its likelihood or impact, transferring the 

risk to a third party, or accepting the risk. 

7: Knowledge of Continual Improvement 
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This requirement emphasizes the importance of a continuous improvement mindset within an ISMS. 

It means that the organization should always be looking for ways to enhance its security practices 

and address emerging threats. This could involve: 

• Regular reviews of the ISMS to identify areas for improvement. 

• Implementation of new security controls or technologies. 

• Adaptation to changes in the organization, technology, or threat landscape. 

• Learning from security incidents and best practices. 

Requirement 8: Knowledge of Security Objectives and Controls 

Security objectives are the specific goals an organization wants to achieve in terms of protecting its 

information assets. These objectives might include: 

• Confidentiality: Ensuring that information is only accessible to authorized individuals. 

• Integrity: Protecting information from unauthorized modification or destruction. 

• Availability: Ensuring that information is accessible when needed. 

To achieve these objectives, organizations must implement appropriate security controls. These 

controls can be technical, administrative, or physical measures that help to protect information 

assets. Examples of security controls include: 

• Access controls: Limiting access to information based on user roles and permissions. 

• Encryption: Protecting information by converting it into a secret code. 

• Incident response plans: Procedures for handling security incidents. 

• Employee training: Educating employees about security best practices. 

Requirement 9: Knowledge of the Statement of Applicability (SoA) 

The Statement of Applicability (SoA) is a document that identifies the specific controls that are 

applicable to an organization's ISMS. It is based on a risk assessment process that helps to determine 

the level of risk associated with different threats and vulnerabilities. 

The SoA serves as a roadmap for implementing the ISMS, as it specifies the controls that are 

necessary to address the organization's unique security needs. It also helps to ensure that the ISMS is 

aligned with the organization's overall business objectives.  

Domain 3: Fundamental audit concepts and principles 

Competencies  
Key Audit Principles 

• Objectivity: Auditors must remain impartial and unbiased throughout the audit process. This 

means avoiding conflicts of interest and ensuring that their personal opinions or beliefs do 

not influence their findings. 

• Independence: Auditors should operate independently from the organization being audited. 

This helps to maintain the credibility of the audit process and ensures that the auditor can 

provide an objective assessment. 
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• Professional Competence: Auditors must possess the necessary skills, knowledge, and 

experience to conduct effective ISMS audits. This includes understanding the requirements 

of ISO 27001 and being familiar with relevant auditing methodologies. 

• Due Care: Auditors must exercise due care in performing their duties, ensuring that they are 

diligent and thorough in their work. This involves following established procedures, using 

appropriate techniques, and documenting their findings accurately. 

• Confidentiality: Auditors must maintain confidentiality of all information obtained during the 

audit process. This includes protecting sensitive data and ensuring that it is not disclosed to 

unauthorized parties. 

Applying Audit Principles in Practice 

Understanding these principles is essential for conducting effective ISMS audits. Auditors must be 

able to: 

• Explain the principles clearly and concisely to stakeholders, including management, auditors, 

and other interested parties. 

• Illustrate how the principles are applied in specific audit situations, using examples and case 

studies. 

• Demonstrate their ability to adhere to the principles throughout the audit process, 

maintaining objectivity, independence, and confidentiality. 

Differentiating First, Second, and Third-Party Audits 

In the context of ISO 27001, there are three main types of audits: 

• First-Party Audit: Conducted by the organization itself, often using internal auditors. This 

type of audit is used to assess the organization's compliance with its own ISMS. 

• Second-Party Audit: Conducted by a party with a vested interest in the organization, such as 

a customer, supplier, or regulator. This type of audit is used to verify the organization's claims 

of compliance with ISO 27001. 

• Third-Party Audit: Conducted by an independent certification body. This type of audit is used 

to assess the organization's compliance with ISO 27001 and to determine whether it is 

eligible for certification. 

It is essential for auditors to understand the differences between these three types of audits and to 

be able to identify the appropriate type of audit for a given situation. 

Identifying and Avoiding Situations That Discredit Professionalism and Violate the PECB Code of 

Ethics 

The PECB Code of Ethics outlines the ethical principles that auditors must adhere to. These principles 

include: 

• Integrity: Auditors must act with honesty and integrity in all their professional activities. 

• Objectivity: Auditors must remain impartial and unbiased in their work. 

• Competence: Auditors must possess the necessary skills and knowledge to perform their 

duties effectively. 
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• Confidentiality: Auditors must maintain confidentiality of all information obtained during the 

audit process. 

Auditors must be able to identify situations that could potentially discredit their professionalism or 

violate the PECB Code of Ethics. These situations may include: 

• Conflicts of interest: Auditors must avoid conflicts of interest that could compromise their 

objectivity. 

• Bribery and corruption: Auditors must never accept bribes or engage in corrupt practices. 

• Disclosure of confidential information: Auditors must protect the confidentiality of all 

information obtained during the audit process. 

Ethical Considerations 

This requirement emphasizes the auditor's need to: 

• Identify ethical issues: Auditors must be able to recognize potential conflicts of interest or 

situations that could compromise their independence or objectivity. 

• Judge ethical issues: They should have the ability to evaluate the ethical implications of their 

actions and decisions, considering the obligations to the audit client, auditee, law 

enforcement, and regulatory authorities. 

Example: An auditor might encounter a situation where the audit client is engaging in activities that 

could be considered unethical or illegal. The auditor must carefully consider their obligations to 

report such activities to the appropriate authorities while maintaining confidentiality. 

Legal Implications 

This requirement highlights the importance of: 

• Understanding legal implications: Auditors must be aware of the legal consequences of any 

irregularities or non-compliance identified during the audit. This includes understanding 

applicable laws and regulations related to data privacy, information security, and other 

relevant areas. 

Example: If an auditor discovers that an auditee is not complying with data privacy regulations, they 

must understand the potential legal ramifications, such as fines, penalties, or legal action. 

Impact of Trends and Technology 

This requirement emphasizes the need for auditors to: 

• Understand trends: Auditors must stay updated on emerging trends and technologies that 

could impact information security. This includes understanding new threats, vulnerabilities, 

and best practices. 

• Understand the impact of technology: Auditors must be able to assess the impact of new 

technologies on the auditee's information security posture. This might involve evaluating the 

security risks associated with cloud computing, IoT devices, or other emerging technologies. 

Example: An auditor might need to assess the security risks associated with the auditee's 

implementation of a new cloud-based application or evaluate the security measures in place for IoT 

devices connected to the organization's network. 
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Ability to Explain, Illustrate, and Apply the Audit Evidence Approach in the Context of an ISMS 

Audit 

This competency requires an auditor to: 

• Understand the concept of audit evidence: Audit evidence is any information that is used to 

support the conclusions reached during an audit. It can be obtained from various sources, 

such as documents, interviews, observations, and inspections. 

• Know the principles of audit evidence: Auditors must adhere to certain principles when 

collecting and evaluating evidence, including relevance, reliability, sufficiency, and objectivity. 

• Apply the audit evidence approach: The auditor should be able to plan, collect, evaluate, 

and document evidence in a systematic and consistent manner. This includes understanding 

the audit objectives, identifying relevant evidence sources, and using appropriate techniques 

to collect and analyze evidence. 

Ability to Explain and Compare Evidence Types and Their Characteristics 

This competency requires an auditor to: 

• Recognize different types of evidence: There are various types of evidence that can be 

collected during an ISMS audit, including: 

o Documents: Written or electronic records that provide information about the ISMS. 

o Observations: Direct observations of activities, processes, or conditions. 

o Interviews: Discussions with individuals involved in the ISMS. 

o Inspections: Examinations of physical facilities, equipment, or systems. 

o Tests: Evaluations of the effectiveness of controls or procedures. 

• Understand the characteristics of each evidence type: Each type of evidence has its own 

strengths and weaknesses. For example, documents may be reliable but may not be up-to-

date, while observations can be direct but may be limited in scope. 

• Compare and contrast evidence types: Auditors should be able to select the most 

appropriate type of evidence based on the specific audit objective and the characteristics of 

the evidence. 

Ability to Determine and Justify the Type and Amount of Evidence Required in an ISMS Audit 

This competency requires an auditor to: 

• Assess the risk of material misstatement: The auditor should evaluate the likelihood and 

potential impact of errors or omissions in the ISMS. 

• Determine the appropriate level of assurance: The auditor should decide on the degree of 

certainty that is needed to support the audit conclusions. 

• Select appropriate evidence types: Based on the risk assessment and desired level of 

assurance, the auditor should choose the most relevant and effective types of evidence. 
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• Determine the quantity of evidence: The auditor should decide on the amount of evidence 

that is necessary to support the audit conclusions. This may depend on factors such as the 

nature of the evidence, its quality, and the level of risk. 

• Justify the evidence selection and quantity: The auditor should be able to explain why they 

chose specific types and amounts of evidence, and how this evidence supports their 

conclusions. 

 

Knowledge statements  
1. Knowledge of the main audit concepts and principles as described in ISO 19011 

ISO 19011 provides guidelines for auditing management systems. This standard outlines key concepts 

and principles that are essential for conducting effective audits. Some of these include: 

• Audit objectives: Clearly defined goals or purposes of the audit. 

• Audit scope: The boundaries and limitations of the audit. 

• Audit criteria: The standards, specifications, requirements, or policies against which the 

audit is conducted. 

• Audit evidence: Information that supports the audit findings. 

• Audit findings: The results of the audit, including observations, conclusions, and 

recommendations. 

• Audit reporting: The process of communicating the audit findings to relevant parties. 

2. Knowledge of the differences between first, second, and third party audits 

Audits can be classified into three categories based on the relationship between the auditor and the 

organization being audited: 

• First-party audits: Conducted by the organization itself to assess its own compliance with ISO 

27001. 

• Second-party audits: Performed by a party that has a vested interest in the organization, 

such as a customer or supplier. 

• Third-party audits: Conducted by an independent certification body to verify the 

organization's compliance with ISO 27001 and to issue a certification. 

3. Knowledge of the principles of auditing: integrity, fair presentation, due professional care, 

confidentiality, independence, evidence-based approach, and risk-based approach 

Effective auditing requires adherence to certain principles: 

• Integrity: Auditors must act with honesty, sincerity, and impartiality. 

• Fair presentation: Audit findings should be presented accurately and without bias. 

• Due professional care: Auditors must exercise a level of skill and care that is appropriate to 

the circumstances. 
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• Confidentiality: Auditors must maintain the confidentiality of information obtained during 

the audit. 

• Independence: Auditors must be free from any conflicts of interest that could compromise 

their objectivity. 

• Evidence-based approach: Audit findings must be supported by sufficient and appropriate 

evidence. 

• Risk-based approach: Auditors should focus on areas of the organization that pose the 

greatest risk to information security. 

4. Knowledge of an auditor’s professional responsibility and the PECB Code of Ethics 

• Professional Responsibility: An ISO 27001 auditor must adhere to a high standard of 

professional conduct. This includes: 

o Objectivity: Maintaining a neutral and unbiased perspective throughout the audit. 

o Independence: Ensuring that personal interests or relationships do not compromise 

the audit's integrity. 

o Confidentiality: Protecting sensitive information disclosed during the audit. 

o Competence: Possessing the necessary skills and knowledge to perform the audit 

effectively. 

• PECB Code of Ethics: The Professional Examination Council for Information Security (PECB) 

provides a code of ethics that outlines the ethical principles auditors should follow. This code 

typically covers: 

o Integrity: Acting honestly and ethically in all professional activities. 

o Objectivity: Avoiding conflicts of interest and maintaining impartiality. 

o Competence: Continuously developing and maintaining professional skills. 

o Confidentiality: Protecting the confidentiality of information obtained during the 

audit. 

5. Knowledge of evidence-based approach in an audit 

An evidence-based approach is fundamental to conducting a thorough and credible audit. This 

involves: 

• Collecting Sufficient and Appropriate Evidence: Gathering relevant and reliable evidence to 

support audit findings. 

• Evaluating Evidence: Assessing the quality, relevance, and reliability of the collected 

evidence. 

• Drawing Conclusions: Forming well-founded conclusions based on the evidence. 

• Documenting Evidence: Recording the evidence collected and the conclusions drawn. 

6. Knowledge of the different types of audit evidence: physical, mathematical, confirmative, 

technical, analytical, documentary, and verbal 
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Understanding the various types of audit evidence is crucial for effective audit planning and 

execution. Here's a brief overview: 

• Physical Evidence: Tangible items such as hardware, software, or documentation. 

• Mathematical Evidence: Numerical data that can be verified through calculations or analysis. 

• Confirmative Evidence: External verification of information through written or verbal 

confirmation from third parties. 

• Technical Evidence: Evidence related to the technical aspects of information systems, such as 

network configurations or security controls. 

• Analytical Evidence: Evidence derived from the analysis of data or relationships between 

different pieces of information. 

• Documentary Evidence: Written or electronic documents that provide information about the 

organization's information security practices. 

• Verbal Evidence: Statements or explanations provided by individuals involved in the 

organization's information security activities. 

7. Knowledge of the laws and regulations applicable to the auditee and the country it operates in 

This requirement emphasizes the importance of auditors being well-versed in the legal and 

regulatory landscape where the organization operates. This includes: 

• Data protection laws: Understanding regulations like GDPR (General Data Protection 

Regulation) or CCPA (California Consumer Privacy Act) is crucial, as they impose specific 

obligations on organizations handling personal data. 

• Cybersecurity laws: Awareness of laws related to data breaches, critical infrastructure 

protection, or national security can help auditors identify potential risks and compliance 

gaps. 

• Industry-specific regulations: Auditors should be familiar with regulations that are relevant 

to the organization's industry, such as HIPAA (Health Insurance Portability and Accountability 

Act) in healthcare or PCI DSS (Payment Card Industry Data Security Standard) in financial 

services.    

8. Knowledge of the use of big data in audits 

Big data has become increasingly prevalent in various industries. Auditors need to understand how 

big data analytics can be used to enhance the auditing process: 

• Risk identification: Big data analysis can help identify unusual patterns, anomalies, or 

potential security threats that might be difficult to detect through traditional auditing 

methods. 

• Data quality assessment: Auditors can use big data techniques to assess the quality, 

completeness, and accuracy of data, ensuring that it is reliable for decision-making. 

• Efficiency improvement: Big data tools can automate certain auditing tasks, reducing the 

time and effort required while improving efficiency. 
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9. Knowledge of the auditing of outsourced operations 

Many organizations outsource certain functions or operations to third-party providers. Auditors need 

to understand how to assess the security controls and practices of these outsourced providers: 

• Third-party risk assessment: Auditors should evaluate the security measures implemented 

by outsourced providers to ensure that they meet the organization's standards and comply 

with applicable regulations. 

• Contractual obligations: Reviewing contracts with outsourced providers can help identify 

specific security requirements and responsibilities. 

• Monitoring and oversight: Auditors may need to monitor the performance of outsourced 

providers and ensure that they are adhering to agreed-upon security practices. 

 

Domain 4: Preparing an ISO/IEC 27001 audit 

Competencies  
1. Materiality and Risk-Based Approach 

• Materiality: This refers to the significance of a specific risk or control in relation to the overall 

ISMS. An auditor must determine which risks and controls have a substantial impact on the 

organization's information security. 

• Risk-Based Approach: ISO 27001 emphasizes a risk-based approach, meaning that auditors 

should focus on the risks that pose the greatest threat to the organization's information 

security. This helps prioritize audit activities and allocate resources effectively. 

2. Appropriate Level of Reasonable Assurance 

• Reasonable Assurance: This is the level of confidence that can be placed in the effectiveness 

of the ISMS. It's important to understand that absolute assurance is unattainable, but an 

auditor must determine the appropriate level of assurance based on the organization's risk 

profile and business objectives. 

3. Audit Preparation and Context 

• Audit Steps and Activities: An effective audit requires careful planning and preparation. This 

includes defining the scope of the audit, developing an audit plan, and gathering necessary 

information. 

• Specific Context: The audit must be tailored to the organization's unique context, 

considering factors such as its size, industry, and regulatory requirements. This ensures that 

the audit is relevant and addresses the organization's specific information security needs. 

4. Roles and Responsibilities 

• Audit Team Leader: The leader is responsible for overseeing the entire audit process, 

including planning, execution, and reporting. 

• Audit Team Members: Team members assist the leader in conducting the audit, gathering 

evidence, and analyzing findings. 
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• Technical Experts: These individuals possess specialized knowledge in information security 

and can provide technical expertise to the audit team. 

5. Ability to determine and evaluate the level of materiality during the different stages of an ISMS 

audit 

• Materiality: This refers to the significance of a matter in the context of the overall ISMS 

audit. It helps determine which aspects of the ISMS should be given more attention. 

• Different stages: The audit process involves various stages, such as planning, execution, and 

reporting. At each stage, the level of materiality can change based on factors like the 

organization's size, complexity, and the nature of its information assets. 

6. Ability to determine the audit feasibility 

• Feasibility: This involves assessing whether an audit is practical and achievable given the 

organization's resources, timeline, and the complexity of its ISMS. Factors to consider include 

the availability of audit staff, the organization's cooperation, and the potential challenges 

that may arise. 

7. Ability to determine, evaluate, and confirm the audit objectives, the audit criteria, and the audit 

scope for an ISMS audit 

• Audit objectives: These are the specific goals of the audit, such as assessing compliance with 

ISO 27001 requirements, identifying risks, or evaluating the effectiveness of controls. 

• Audit criteria: These are the standards or benchmarks against which the organization's ISMS 

will be assessed. In the case of ISO 27001 audits, the criteria are primarily the requirements 

outlined in the standard. 

• Audit scope: This defines the boundaries of the audit, including the specific areas of the 

organization's ISMS that will be examined. It should be clearly defined to ensure that the 

audit is focused and comprehensive. 

8. Ability to explain, illustrate, and define the characteristics of the terms of the audit engagement 

and apply the best practices to establish the initial contact with an auditee 

• Terms of the audit engagement: These are the contractual arrangements between the 

auditor and the organization, outlining the scope, objectives, timeline, and fees for the audit. 

• Initial contact: This involves establishing communication with the organization to discuss the 

audit requirements, obtain necessary information, and set expectations. Best practices 

include being professional, respectful, and ensuring clear communication. 

 

Knowledge statements  
1. Risk-Based Approach to Audits 

An ISO 27001 audit is conducted on a risk-based approach. This means that auditors prioritize their 

efforts based on the potential impact and likelihood of risks to the organization's information 

security. 

Types of Risks in Audits 
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• Inherent Risk: The risk that exists before any controls are implemented. For example, the risk 

of unauthorized access to a database due to lack of password controls. 

• Control Risk: The risk that a control will fail to achieve its intended objective. For instance, 

the risk that a firewall may be misconfigured, allowing unauthorized access. 

• Detection Risk: The risk that an auditor will fail to detect a material misstatement. This can 

occur due to limitations in audit procedures or the auditor's judgment. 

Auditors assess these risks to determine the extent of testing required. Areas with higher inherent 

and control risks will typically receive more attention. 

2. Materiality in Audits 

Materiality is the concept of whether a misstatement or omission would influence the decisions of a 

reasonable person. In the context of an ISO 27001 audit, materiality helps determine the significance 

of non-conformities. 

• Quantitative Materiality: A monetary amount that, if exceeded, would likely influence the 

decisions of a reasonable person. 

• Qualitative Materiality: Factors beyond monetary value, such as the nature of the non-

conformity or its potential impact on the organization's reputation or operations. 

Auditors consider both quantitative and qualitative factors when assessing materiality. Material non-

conformities require immediate attention, while less material issues may be addressed through 

corrective actions. 

3. Reasonable Assurance in Audits 

Reasonable assurance, as opposed to absolute assurance, acknowledges that an audit cannot 

guarantee the detection of all misstatements. It is a level of assurance that provides a high degree of 

confidence but does not eliminate the risk of undetected errors. 

• Limitations of Audits: Factors such as inherent limitations in internal controls, the nature of 

evidence, and the auditor's judgment can affect the level of assurance. 

• Professional Skepticism: Auditors must maintain a questioning mind and critically evaluate 

the evidence they gather. 

4. Knowledge of the main responsibilities of the audit team leader and audit team members 

• Audit Team Leader: 

o Planning and Coordination: Develops the audit plan, assigns tasks to team members, 

and ensures timely completion of the audit. 

o Supervision: Oversees the audit process, provides guidance to team members, and 

resolves any issues that arise. 

o Reporting: Prepares the final audit report, summarizing the findings and 

recommendations. 

o Communication: Acts as the primary point of contact with the organization being 

audited. 
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• Audit Team Members: 

o Execution: Conduct audit procedures, collect evidence, and document findings. 

o Technical Expertise: Contribute their specialized knowledge to the audit process. 

o Support: Assist the audit team leader in planning, coordination, and reporting. 

5. Knowledge of the roles and responsibilities of technical experts 

Technical experts are individuals with specialized knowledge in specific areas of information security. 

They may include: 

• Security Analysts: Assess vulnerabilities and risks in IT systems. 

• Network Engineers: Evaluate the security of network infrastructure. 

• Systems Administrators: Understand the security implications of system configurations. 

• Database Administrators: Ensure the security of database systems. 

Technical experts provide valuable insights and expertise to the audit team, helping to identify 

potential security risks and assess the organization's compliance with ISO 27001 requirements. 

6. Knowledge of the audit objectives, audit scope, and audit criteria 

• Audit Objectives: These are the specific goals of the audit, such as assessing the 

effectiveness of the organization's ISMS or identifying areas for improvement. 

• Audit Scope: This defines the boundaries of the audit, including the systems, processes, and 

locations to be examined. 

• Audit Criteria: These are the standards or benchmarks against which the organization's ISMS 

will be evaluated, such as ISO 27001 itself or internal policies and procedures. 

A clear understanding of these elements is essential for conducting a focused and effective audit. 

7. Knowledge of the difference between an ISMS scope and the audit scope 

• ISMS Scope: This is the range of activities and systems covered by the organization's ISMS. It 

should align with the organization's business objectives and risk profile. 

• Audit Scope: This is the specific subset of the ISMS that will be examined during the audit. It 

may be narrower than the overall ISMS scope, depending on the audit objectives and 

available resources. 

8. Knowledge of the factors to take into account during the audit feasibility 

Audit feasibility is the process of determining whether an audit is practical, efficient, and worthwhile. 

It involves assessing various factors to ensure that the audit will be productive and valuable. Some 

key factors to consider include: 

• Scope and complexity of the audit: The size and complexity of the organization, the number 

of information systems and processes involved, and the specific areas to be audited will 

influence the feasibility. 
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• Availability of resources: The auditor must have the necessary time, expertise, and tools to 

conduct the audit effectively. 

• Potential risks and benefits: The potential risks and benefits of conducting the audit should 

be weighed against the costs and effort involved. 

• Organizational readiness: The organization must be prepared to cooperate with the auditor 

and provide the necessary information and access. 

• Legal and regulatory requirements: Any applicable legal or regulatory requirements must be 

considered. 

9. Knowledge of the cultural aspects to consider in an audit 

Cultural aspects play a significant role in the auditing process, as they can influence communication, 

expectations, and the overall audit experience. Some cultural factors to consider include: 

• Language barriers: If the auditor and the auditee do not speak the same language, 

appropriate translation services or language skills should be arranged. 

• Religious and cultural sensitivities: The auditor should be aware of any religious or cultural 

sensitivities that may affect the audit process, such as dress codes or dietary restrictions. 

• Power dynamics: Understanding the power dynamics within the organization can help the 

auditor navigate relationships effectively. 

• Communication styles: Different cultures have different communication styles, and the 

auditor should be aware of these differences to ensure effective communication. 

• Ethical considerations: The auditor should be aware of any ethical considerations that may 

arise due to cultural differences. 

10. Knowledge of the characteristics of terms of the audit engagement and the best practices to 

establish the initial contact with an auditee 

The terms of the audit engagement are the agreed-upon terms and conditions that govern the audit 

process. These terms typically include: 

• Scope of the audit: The specific areas to be audited. 

• Objectives of the audit: The goals of the audit. 

• Methodology: The approach to be used in conducting the audit. 

• Timeline: The expected duration of the audit. 

• Fees: The costs associated with the audit. 

• Confidentiality: The measures to be taken to protect the confidentiality of information. 

Establishing initial contact with an auditee is a critical step in the audit process. The auditor should: 

• Introduce themselves and their organization: Clearly state their credentials and the purpose 

of the audit. 

• Explain the audit process: Provide an overview of the audit process, including the expected 

timeline and deliverables. 
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• Address any concerns or questions: Be prepared to answer any questions the auditee may 

have. 

• Schedule a meeting: Arrange a meeting to discuss the terms of the audit engagement in 

more detail. 

 

Domain 5: Conducting an ISO/IEC 27001 audit 

Competencies  
1. Ability to Conduct the Stage 1 Audit, Taking into Account the Documented Information 

Evaluation Criteria 

• Stage 1 Audit: This is a preliminary assessment to determine if the organization has 

established an ISMS and is committed to its implementation. 

• Documented Information Evaluation: The auditor must review the organization's 

documentation, such as policies, procedures, and records, to ensure they align with ISO 

27001 requirements. The evaluation criteria might include completeness, relevance, and 

effectiveness. 

2. Ability to Organize and Conduct an Opening Meeting 

• Opening Meeting: This is a crucial step to set expectations and establish rapport between 

the auditor and the organization. 

• Key Points: The auditor should: 

o Introduce themselves and their team 

o Explain the audit process and objectives 

o Discuss the scope of the audit 

o Outline the expected timeline 

o Clarify any questions or concerns 

3. Ability to Conduct the Stage 2 Audit by Appropriately Following the Procedures That This Stage 

Entails 

• Stage 2 Audit: This is a more in-depth assessment that focuses on the implementation and 

effectiveness of the ISMS. 

• Procedures: The auditor must follow specific procedures, such as: 

o Reviewing the organization's ISMS documentation 

o Conducting interviews with key personnel 

o Observing work processes 

o Testing controls 

o Evaluating evidence 

4. Ability to Apply the Best Practices of Communication to Collect the Appropriate Audit Evidence 
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• Effective Communication: Auditors need strong communication skills to gather accurate and 

relevant information. 

• Best Practices: This includes: 

o Asking open-ended questions 

o Active listening 

o Clarifying misunderstandings 

o Providing constructive feedback 

o Maintaining confidentiality 

5. Ability to Consider the Roles and Responsibilities of All the Interested Parties Involved 

• Interested Parties: These are individuals or organizations that have an interest in the 

organization's ISMS. 

• Considerations: The auditor should: 

o Identify all relevant stakeholders 

o Understand their perspectives 

o Assess their involvement in the ISMS 

o Ensure their needs are addressed 

6. Ability to explain, illustrate, and apply evidence collection procedures and tools 

• Evidence Collection Procedures: This refers to the systematic methods used to gather 

information that supports or contradicts the audit findings. Auditors must understand 

various techniques like interviews, document reviews, observations, and testing. 

• Evidence Collection Tools: These are the practical instruments used to gather evidence. 

Examples include checklists, questionnaires, sampling techniques, and IT tools for data 

extraction. 

• Application: Auditors should be able to choose the appropriate procedures and tools based 

on the specific audit context, risk assessment, and the nature of the information being 

audited. 

7. Ability to explain, illustrate, and apply the main audit sampling methods 

• Audit Sampling: This is a technique where auditors examine a subset of a population to draw 

conclusions about the entire population. It's used when it's impractical or inefficient to audit 

every item. 

• Main Methods: Common sampling methods include: 

o Statistical Sampling: Uses statistical formulas to determine sample size and evaluate 

results. 

o Non-Statistical Sampling: Relies on professional judgment and experience to select 

samples. 



 

 pg. 24 

SKILLCERTPRO 

o Attribute Sampling: Used to assess the proportion of items in a population that 

meet a specific criterion. 

o Dollar Unit Sampling: Primarily used for financial audits, focusing on items based on 

their monetary value. 

8. Ability to gather appropriate evidence from the available information during an audit and 

evaluate it objectively 

• Evidence Gathering: Auditors must be able to identify relevant information sources, such as 

documents, records, interviews, and IT systems. They should also be skilled at extracting 

meaningful data from these sources. 

• Objective Evaluation: The evidence gathered must be assessed impartially and without bias. 

Auditors should consider the relevance, reliability, and sufficiency of the evidence to support 

their conclusions. 

9. Ability to explain, illustrate, and apply the audit evidence approach in an ISMS audit 

• Audit Evidence Approach: This refers to the overall framework for gathering and evaluating 

evidence in an ISMS audit. It involves understanding the audit objectives, identifying relevant 

controls, and selecting appropriate evidence collection techniques. 

• Application: Auditors must be able to tailor the audit evidence approach to the specific 

context of the ISMS being audited, considering factors like the organization's size, complexity, 

and risk profile. 

10. Ability to develop audit working papers and elaborate appropriate audit test plans in an ISMS 

audit 

• Audit Working Papers: These are the documented records of the audit process, including 

evidence collected, observations made, and conclusions drawn. They serve as a reference for 

the audit team and can be used in case of future disputes or investigations. 

• Audit Test Plans: These are detailed plans outlining the specific procedures and tests that 

will be performed during the audit. They help ensure that the audit is conducted efficiently 

and effectively. 

11. Ability to explain and apply the evidence evaluation process: drafting audit findings 

• Evidence Evaluation: This involves assessing the collected evidence to determine if it 

supports or contradicts the audit objectives. It's crucial to evaluate the credibility, relevance, 

and sufficiency of the evidence. 

• Drafting Audit Findings: Based on the evidence evaluation, auditors must draft clear, concise, 

and objective findings that accurately reflect the situation. These findings should be 

supported by specific evidence and should be communicated in a way that is understandable 

to the management. 

12. Ability to understand, explain, and illustrate the concept of the benefit of the doubt 

• Benefit of the Doubt: This principle states that when there is uncertainty about the validity 

of evidence or the interpretation of findings, the auditor should give the benefit of the doubt 

to the organization being audited. 
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• Application: This principle helps to ensure that audits are conducted fairly and that 

organizations are not unfairly penalized for minor discrepancies or uncertainties. 

13. Ability to report appropriate audit observations in accordance with audit rules and principles 

• Audit Observations: These are statements that highlight deviations from the established 

standards, policies, or procedures. 

• Reporting: Auditors must report their observations in a way that is clear, objective, and 

consistent with the audit rules and principles. This typically involves documenting the 

observation, providing evidence to support it, and assessing the potential impact of the 

deviation. 

14. Ability to conduct quality reviews to audit documentation 

• Quality Reviews: These are assessments of the accuracy, completeness, and consistency of 

audit documentation. 

• Purpose: Quality reviews help to ensure that the audit findings are reliable and that the 

audit process is conducted in accordance with established standards. 

15. Ability to complete audit working documents 

• Audit Working Documents: These are the supporting documents that are used to record the 

audit process, including evidence collection, findings, and conclusions. 

• Completion: Auditors must ensure that all relevant working documents are completed 

accurately and in a timely manner. These documents serve as a record of the audit and are 

often used for future reference. 

 

Knowledge statements  
1. Knowledge of the Objectives and the Content of the Opening Meeting in an Audit 

The opening meeting is a critical step in an ISO 27001 audit. Its objectives include: 

• Clarifying the audit scope: Defining the specific areas of the ISMS that will be examined. 

• Communicating expectations: Outlining the roles and responsibilities of the audit team and 

the organization being audited. 

• Establishing the audit schedule: Planning the timeline for the audit activities. 

• Addressing any preliminary questions or concerns: Resolving any initial queries or issues. 

The content of the opening meeting typically covers: 

• Audit purpose and scope: The reason for the audit and the areas to be assessed. 

• Audit team introduction: Presenting the members of the audit team and their qualifications. 

• Audit approach and methodology: Explaining the audit process and the techniques to be 

used. 

• Audit schedule: Outlining the planned activities and timelines. 
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• Communication channels: Establishing how information will be shared during the audit. 

• Reporting procedures: Discussing how audit findings will be communicated. 

2. Knowledge of the Difference Between Stage 1 Audit and Stage 2 Audit 

Stage 1 audit is a preliminary assessment to determine if the organization has established an ISMS 

that is compliant with ISO 27001. It focuses on the documentation and evidence of the ISMS, such as 

policies, procedures, and records. 

Stage 2 audit is a more in-depth evaluation that assesses the implementation and effectiveness of 

the ISMS. It involves examining the controls and processes in place to protect information assets. 

3. Knowledge of Stage 1 Audit Requirements, Steps, and Activities 

Stage 1 audit typically involves the following steps: 

1. Review of documentation: Examining the organization's ISMS documentation, including 

policies, procedures, and records. 

2. Interviews: Conducting interviews with key personnel to gather information about the ISMS. 

3. Observations: Observing the organization's operations to assess compliance with ISMS 

requirements. 

4. Evidence gathering: Collecting evidence to support the audit findings. 

5. Opening and closing meetings: Conducting meetings to introduce the audit and discuss the 

findings. 

4. Knowledge of the Documented Information Evaluation Criteria and ISO/IEC 27001 Requirements 

The documented information evaluation criteria in ISO 27001 require that the organization's 

documents are: 

• Appropriate: Relevant to the ISMS objectives. 

• Adequate: Sufficient to support the ISMS. 

• Available: Accessible to those who need it. 

• Communicated: Understood by those who need to use it. 

• Maintained: Updated as necessary. 

ISO/IEC 27001 also specifies requirements for various types of documented information, such as the 

information security policy, procedures, and records. 

5. Knowledge of Stage 2 Audit Requirements, Steps, and Activities 

Stage 2 audit typically involves the following steps: 

1. Review of documentation: Examining the organization's ISMS documentation in more detail. 

2. Interviews: Conducting interviews with a wider range of personnel to gather information 

about the ISMS. 
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3. Observations: Observing the organization's operations to assess the effectiveness of 

controls. 

4. Testing: Testing the controls to verify their effectiveness. 

5. Evidence gathering: Collecting evidence to support the audit findings. 

6. Opening and closing meetings: Conducting meetings to introduce the audit and discuss the 

findings. 

6. Knowledge of the best communication practices during an audit 

• Active Listening: Auditors should actively listen to responses, ask clarifying questions, and 

avoid making assumptions. 

• Clear and Concise Communication: Using clear and concise language ensures that everyone 

involved understands the audit process and its objectives. 

• Effective Questioning: Auditors should ask open-ended questions to encourage detailed 

responses and avoid leading questions. 

• Feedback: Providing constructive feedback to the organization can help them improve their 

ISMS. 

7. Knowledge of the roles and responsibilities of guides and observers during an audit 

• Guide: The guide acts as the primary point of contact for the audit team, providing 

information and assistance as needed. 

• Observer: Observers may be present during the audit to monitor the process and provide 

additional context. 

• Roles and Responsibilities: Auditors should understand the specific roles and responsibilities 

of guides and observers to ensure smooth communication and cooperation. 

8. Knowledge of the different conflict resolution techniques 

• Negotiation: A collaborative approach where parties work together to find a mutually 

acceptable solution. 

• Mediation: A neutral third party facilitates communication and helps the parties reach an 

agreement. 

• Arbitration: A neutral third party makes a binding decision on the dispute. 

• Avoidance: Delaying or avoiding the conflict altogether. 

• Accommodation: One party gives in to the other's demands. 

• Compromise: Both parties give up something to reach a middle ground. 

9. Knowledge of the evidence collection procedures and tools 

• Interview: Conducting interviews with relevant personnel to gather information and 

evidence. 
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• Documented Information Review: Examining documents, records, and other evidence to 

assess the organization's compliance with the ISMS. 

• Observation: Observing the organization's operations and practices to identify potential risks 

or non-compliance. 

• Analysis: Analyzing collected evidence to identify trends, patterns, and potential issues. 

• Sampling: Selecting a representative sample of evidence to assess the overall state of the 

ISMS. 

• Technical Verification: Using technical tools to verify the effectiveness of security controls. 

10. Knowledge of the evidence analysis techniques: corroboration and evaluation 

• Corroboration: Comparing evidence from multiple sources to verify its accuracy and 

reliability. 

• Evaluation: Assessing the significance and relevance of the collected evidence to the overall 

audit objectives. 

11. Knowledge of the main concepts, principles, and evidence collection procedures used in an 

audit 

• Concepts: Understand the fundamental principles of auditing, such as objectivity, 

independence, and professional skepticism. 

• Principles: Be familiar with the guidelines and best practices for conducting audits, including 

planning, fieldwork, and reporting. 

• Evidence Collection: Know how to gather relevant evidence to support audit findings, such 

as interviews, document reviews, and observations. 

12. Knowledge of the advantages and disadvantages of using audit checklists 

• Advantages: Audit checklists can help ensure consistency, completeness, and efficiency in 

the audit process. They can also provide a structured framework for evidence collection. 

• Disadvantages: Overreliance on checklists can lead to a lack of flexibility and may not 

capture all relevant issues. 

13. Knowledge of the main audit sampling methods and their characteristics 

• Sampling Methods: Be familiar with different sampling techniques, such as random 

sampling, stratified sampling, and attribute sampling. 

• Characteristics: Understand the strengths and weaknesses of each sampling method and 

how to select the appropriate method for a given audit situation. 

14. Knowledge of the audit plan preparation procedure 

• Planning: Know how to develop a comprehensive audit plan that outlines the objectives, 

scope, resources, and timeline of the audit. 

• Procedure: Understand the steps involved in preparing an audit plan, including risk 

assessment, stakeholder engagement, and resource allocation. 
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15. Knowledge of the preparation and development of audit working papers 

• Working Papers: Be familiar with the purpose and content of audit working papers, which 

serve as a record of the audit evidence and findings. 

• Development: Know how to prepare and organize audit working papers in a clear, concise, 

and consistent manner. 

16. Knowledge of the best practices for the creation of audit test plans 

An audit test plan is a document that outlines the specific procedures and techniques that will be 

used to assess the effectiveness of an organization's ISMS. It helps ensure that the audit is thorough, 

consistent, and focused on the most critical areas. 

Best practices for creating audit test plans include: 

• Clear objectives: Define the specific goals of the audit. 

• Scope: Determine the areas of the ISMS that will be examined. 

• Audit techniques: Select appropriate methods, such as interviews, document reviews, and 

observations. 

• Evidence collection: Specify the types of evidence that will be gathered. 

• Sampling: Determine the appropriate sample size and selection criteria. 

• Timing: Set a schedule for the audit activities. 

17. Knowledge of the evidence evaluation process: to draft audit findings 

Evidence evaluation is the process of analyzing the collected evidence to determine whether it 

supports or contradicts the audit objectives. It involves assessing the relevance, reliability, and 

sufficiency of the evidence. 

Key steps in the evidence evaluation process include: 

• Assessment: Evaluate the evidence against the audit criteria. 

• Correlation: Identify any inconsistencies or contradictions between different pieces of 

evidence. 

• Conclusion: Draw conclusions based on the evidence and audit objectives. 

Audit findings are the written statements that summarize the results of the audit. They should 

clearly communicate the strengths, weaknesses, and areas for improvement of the ISMS. 

18. Knowledge of the characteristics and differences between the concepts of conformity, minor 

nonconformity, major nonconformity, anomaly, and observation 

These terms are used to classify the findings of an audit: 

• Conformity: The ISMS is meeting the requirements of ISO 27001. 

• Minor nonconformity: A deviation from the requirements that does not pose a significant 

risk to the security of information. 
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• Major nonconformity: A deviation from the requirements that poses a significant risk to the 

security of information. 

• Anomaly: An unusual or unexpected finding that may or may not be a nonconformity. 

• Observation: A general comment or suggestion for improvement. 

 

19. Knowledge of the guidelines and best practices to draft nonconformity reports 

• Nonconformity reports: These documents are created when an audit reveals a deviation 

from the established ISMS requirements or procedures. They detail the specific issue, its 

impact, and the corrective actions required to address it. 

• Guidelines and best practices: These include: 

o Clarity and specificity: The report should clearly identify the nonconformity, its 

location, and the relevant standard or procedure. 

o Objectivity: The report should be based on factual evidence and avoid personal 

opinions or judgments. 

o Conciseness: The report should be concise and to the point, avoiding unnecessary 

details. 

o Impact assessment: The report should assess the potential impact of the 

nonconformity on the organization's information security. 

o Corrective actions: The report should propose appropriate corrective actions to 

address the nonconformity. 

20. Knowledge of the guidelines and best practices to draft and report audit observations 

• Audit observations: These are findings or insights from an audit that may not necessarily be 

nonconformities but still warrant attention. They could be areas for improvement, potential 

risks, or good practices. 

• Guidelines and best practices: 

o Objectivity: Observations should be based on factual evidence and avoid personal 

opinions or judgments. 

o Clarity and specificity: Observations should be clearly stated and easy to 

understand. 

o Relevance: Observations should be relevant to the audit objectives and the ISMS 

requirements. 

o Prioritization: Observations should be prioritized based on their potential impact on 

the organization's information security. 

21. Knowledge of the benefit of the doubt principle and its application in the management system 

audits 

• Benefit of the doubt principle: This principle states that in case of uncertainty or ambiguity, 

the auditor should give the benefit of the doubt to the organization being audited. 
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• Application in management system audits: 

o Fairness: The principle ensures fairness and avoids undue criticism or negative 

findings. 

o Collaboration: It promotes a collaborative approach between the auditor and the 

organization. 

o Continuous improvement: It encourages organizations to seek clarification and 

address potential issues. 

22. Knowledge of the guidelines and best practices to complete audit working documents and 

perform a quality review 

• Audit working documents: These include audit plans, checklists, evidence collection forms, 

and other supporting materials used during the audit. 

• Guidelines and best practices: 

o Completeness: All relevant information should be documented. 

o Accuracy: The information should be accurate and verifiable. 

o Traceability: The documents should be traceable to the specific audit evidence. 

o Quality review: A quality review should be conducted to ensure the accuracy, 

completeness, and relevance of the working documents. 

 

Domain 6: Closing an ISO/IEC 27001 audit 

Competencies  
1. Ability to Explain and Apply the Evidence Evaluation Process: Preparing Audit Conclusions 

The evidence evaluation process is a critical step in an ISO 27001 audit. It involves: 

• Collecting evidence: This includes reviewing documentation, interviewing staff, and 

observing processes. 

• Evaluating evidence: Assessing the quality, relevance, and sufficiency of the collected 

evidence. 

• Drawing conclusions: Determining whether the evidence supports the organization's claim 

of compliance with ISO 27001 requirements. 

To effectively prepare audit conclusions, auditors must be able to: 

• Understand the ISO 27001 requirements: A deep understanding of the standard is essential 

for identifying relevant evidence and drawing accurate conclusions. 

• Apply critical thinking: Auditors must be able to analyze evidence objectively and critically, 

considering potential biases and limitations. 

• Communicate effectively: The ability to clearly explain the evidence evaluation process and 

conclusions is crucial for building trust with the organization being audited. 

2. Ability to Justify the Recommendation for Certification 
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Based on the evidence evaluation process, auditors will make a recommendation regarding 

certification. This recommendation can be either positive or negative. 

To justify their recommendation, auditors must: 

• Provide clear and compelling evidence: The recommendation must be supported by 

sufficient and relevant evidence. 

• Address any non-conformities: If there are any deviations from ISO 27001 requirements, the 

auditor must clearly explain the nature and severity of the non-conformities. 

• Consider the organization's corrective action plan: If the organization has identified and 

addressed non-conformities, the auditor must assess the effectiveness of their corrective 

actions. 

3. Ability to Draft and Present Audit Conclusions 

The final step in the audit process is the preparation and presentation of audit conclusions. This 

involves: 

• Drafting a comprehensive audit report: The report should clearly summarize the findings of 

the audit, including any non-conformities and recommendations for improvement. 

• Presenting the conclusions to the organization: The auditor must be able to effectively 

communicate the audit findings to the organization's management team. 

4. Ability to Organize and Conduct a Closing Meeting 

A closing meeting is a crucial part of an ISO 27001 audit. It serves as a platform to: 

• Summarize key findings: The auditor presents a concise overview of the audit process, 

highlighting significant findings and observations. 

• Discuss observations and non-conformities: The auditor and the auditee discuss any 

identified non-conformities or areas for improvement. 

• Address questions and concerns: Both parties have the opportunity to clarify any doubts or 

raise concerns. 

• Agree on next steps: The auditor and the auditee establish a plan for addressing non-

conformities and implementing corrective actions. 

• Provide feedback: The auditor can offer feedback on the organization's ISMS and suggest 

areas for improvement. 

5. Ability to Write and Distribute an ISO/IEC 27001 Audit Report 

The audit report is a formal document that summarizes the audit findings and recommendations. It 

should include: 

• Audit scope: A clear definition of the areas covered by the audit. 

• Audit objectives: The specific goals of the audit. 

• Audit methodology: A description of the audit process and techniques used. 

• Audit findings: A detailed account of the observations and non-conformities identified. 
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• Audit conclusions: A summary of the overall audit results. 

• Recommendations: Suggestions for improving the organization's ISMS. 

The audit report should be distributed to relevant stakeholders, including management, the audit 

committee, and external certification bodies. 

 

6. Ability to Evaluate Action Plans 

Once non-conformities are identified, the organization must develop and implement corrective 

action plans to address them. The auditor should: 

• Review action plans: Assess the adequacy and feasibility of the proposed corrective actions. 

• Monitor progress: Track the implementation of action plans and ensure timely completion. 

• Verify effectiveness: Evaluate the effectiveness of the corrective actions in addressing the 

root causes of non-conformities. 

 

Knowledge statements  
1. Knowledge of the Evidence Evaluation Process 

The evidence evaluation process is a critical step in an ISO 27001 audit. It involves: 

• Collecting evidence: This includes reviewing documents, conducting interviews, observing 

processes, and testing controls. 

• Assessing evidence: Evaluating the quality, relevance, and sufficiency of the evidence 

collected. 

• Analyzing evidence: Determining if the evidence supports or contradicts the organization's 

claims regarding its ISMS. 

Auditors need to understand: 

• Evidence types: Documents, interviews, observations, test results, etc. 

• Evidence evaluation criteria: Relevance, reliability, sufficiency, and consistency. 

• Evidence analysis techniques: Cross-referencing, comparison, and deduction. 

This knowledge is essential for drawing accurate and objective audit conclusions. 

2. Knowledge of Guidelines and Best Practices for Presenting Audit Conclusions 

Effective communication of audit conclusions is crucial for the success of an ISO 27001 audit. 

Auditors should: 

• Structure the report: Present findings in a clear and concise manner, using headings, 

subheadings, and bullet points. 

• Use plain language: Avoid technical jargon that may be unfamiliar to management. 

• Highlight key findings: Emphasize significant issues, deviations, and areas of strength. 
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• Provide recommendations: Offer practical suggestions for improvement. 

• Tailor the presentation: Consider the audience (e.g., management, board of directors) and 

their level of understanding. 

By following these guidelines, auditors can ensure that their conclusions are understood and acted 

upon by the audited organization's management. 

3. Knowledge of Possible Recommendations an Auditor Can Issue 

Recommendations are suggestions for improvement that auditors may provide based on their 

findings. They can range from minor adjustments to significant changes to the ISMS. Some common 

examples of recommendations include: 

• Policy updates: Revising existing policies or creating new ones to address identified gaps. 

• Control enhancements: Strengthening existing controls or implementing new ones. 

• Training and awareness: Improving employee training and awareness of security best 

practices. 

• Risk assessment updates: Conducting a more comprehensive risk assessment. 

• Third-party assessments: Assessing the security practices of third-party suppliers or service 

providers. 

4. Knowledge of the closing meeting agenda 

This point refers to the importance of understanding the agenda for the closing meeting of an 

information security review or audit. The closing meeting is typically held at the conclusion of an 

assessment to summarize key findings, discuss recommendations, and outline next steps. 

Why is this knowledge important? 

• Informed participation: Knowing the agenda allows stakeholders to be prepared and 

contribute effectively to the discussion. 

• Understanding key topics: Awareness of the agenda helps participants focus on the most 

critical issues and avoid misunderstandings. 

• Effective follow-up: A clear understanding of the meeting's objectives can facilitate timely 

and relevant actions after the event. 

5. Knowledge of the guidelines and best practices to evaluate action plans 

This point emphasizes the need for organizations to have established guidelines and best practices 

for evaluating action plans related to information security. Action plans are typically developed to 

address identified risks or non-conformities. 

Why is this knowledge important? 

• Effective risk management: Evaluating action plans helps ensure that the steps taken to 

mitigate risks are appropriate and effective. 

• Continuous improvement: By assessing the performance of action plans, organizations can 

identify areas for improvement and refine their information security practices. 
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• Compliance: Adherence to guidelines and best practices can demonstrate to auditors and 

regulators that the organization is taking a systematic approach to information security. 

Key considerations for evaluating action plans: 

• Timeliness: Are the action plans being implemented within the specified timeframe? 

• Effectiveness: Are the actions achieving the desired results? 

• Efficiency: Are the resources allocated to the action plans being used optimally? 

• Documentation: Is there adequate documentation to support the evaluation process? 

 

Domain 7: Managing an ISO/IEC 27001 audit program 

Competencies  
1. Ability to Conduct Audits and Follow-Ups 

• Initial Audit: This is the first evaluation of an organization's ISMS against the requirements of 

ISO 27001. It involves a thorough examination of the organization's policies, procedures, and 

controls to assess their effectiveness in protecting information assets. 

• Audit Follow-Ups: After the initial audit, organizations are typically required to implement 

corrective actions to address any identified non-conformities. Follow-up audits are 

conducted to verify that these corrective actions have been implemented effectively and that 

the identified issues have been resolved. 

• Surveillance Audits: These are periodic audits conducted between major audits to monitor 

the ongoing effectiveness of the ISMS. They help to identify any emerging risks or issues and 

ensure that the organization remains compliant with ISO 27001. 

2. Understanding the Audit Program and PDCA Cycle 

• Audit Program: An audit program is a structured plan that outlines the frequency, scope, and 

objectives of audits within an organization. It helps to ensure that audits are conducted 

consistently and effectively. 

• PDCA Cycle: The PDCA (Plan-Do-Check-Act) cycle is a continuous improvement framework 

that can be applied to the audit process. It involves: 

o Plan: Developing an audit plan, including objectives, scope, and resources. 

o Do: Conducting the audit as planned. 

o Check: Reviewing the audit findings and identifying areas for improvement. 

o Act: Implementing corrective actions and making necessary changes to the ISMS. 

3. Protecting the Integrity of Audit Records 

• Integrity: Audit records must be accurate, complete, and unaltered to provide a reliable and 

trustworthy account of the audit process. 

• Availability: Audit records should be readily accessible when needed, such as for regulatory 

compliance or internal investigations. 
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• Confidentiality: Sensitive information contained in audit records must be protected to 

maintain confidentiality and prevent unauthorized access. 

• Auditor Responsibilities: Auditors are responsible for ensuring the integrity, availability, and 

confidentiality of audit records. This includes: 

o Properly storing and securing audit records. 

o Implementing access controls to prevent unauthorized access. 

o Regularly reviewing and updating audit record retention policies. 

4. Understanding and Explaining Responsibilities for Audit Records 

• Integrity: Audit records must be accurate and complete. They should reflect the true state of 

the information security controls and practices. 

• Availability: Audit records should be accessible when needed for review, analysis, or legal 

purposes. 

• Confidentiality: Sensitive information contained within audit records should be protected 

from unauthorized access. 

Responsibilities: 

• Auditors: Ensure that audit records are collected, maintained, and stored in a way that 

preserves their integrity, availability, and confidentiality. 

• Management: Establish policies and procedures for the handling of audit records, including 

retention periods, access controls, and protection measures. 

5. Understanding Requirements Related to Management System Components 

• Quality Management: This involves ensuring that audits are conducted in a consistent, 

effective, and efficient manner. It includes aspects like auditor training, quality control 

procedures, and performance measurement. 

• Record Management: This refers to the systematic creation, storage, retrieval, and disposal 

of audit records. It involves defining retention periods, implementing storage methods, and 

ensuring proper documentation. 

• Complaint Management: This involves handling complaints or concerns related to the audit 

process or findings. It includes procedures for receiving, investigating, and addressing 

complaints. 

Responsibilities: 

• Audit Program Manager: Oversee the implementation and maintenance of the management 

system components related to audits. 

• Auditors: Adhere to the established procedures and guidelines for quality management, 

record management, and complaint management. 

6. Understanding Combined Audits 
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Combined audits involve conducting multiple audits simultaneously or in close succession, often 

focusing on different aspects of an organization's information security program. This can be more 

efficient and cost-effective than conducting separate audits for each area. 

Key Considerations: 

• Scope: Determine the appropriate scope of the combined audit to ensure that all relevant 

areas are covered. 

• Planning: Coordinate the planning and execution of the combined audit to avoid conflicts 

and ensure that all necessary resources are available. 

• Reporting: Develop a clear and concise reporting format that effectively communicates the 

findings and recommendations from the combined audit. 

Responsibilities: 

• Audit Program Manager: Plan and coordinate combined audits, ensuring that they are 

conducted in accordance with ISO 27001 requirements. 

• Auditors: Participate in combined audits and contribute to the development of the audit 

report. 

7: Ability to Understand the Documented Information Management Process 

This clause emphasizes the importance of understanding and effectively managing the organization's 

documented information. Documented information serves as the foundation of an ISMS, providing a 

clear record of policies, procedures, and processes. Key aspects covered in this clause include: 

• Identification: Organizations must identify all documented information that is essential for 

the effective operation of their ISMS. 

• Control: Appropriate controls must be in place to ensure the confidentiality, integrity, and 

availability of documented information. 

• Protection: Documented information should be protected from unauthorized access, 

modification, or disclosure. 

• Retention: Organizations must establish retention periods for documented information, 

ensuring that it is retained for as long as necessary and then disposed of securely. 

8: Ability to Understand the Process of Evaluating the Efficiency of the Audit Program 

This clause addresses the need for effective audit program evaluation. Regular evaluation helps 

organizations assess the effectiveness of their internal audits in identifying and addressing 

information security risks. Key considerations include: 

• Performance Monitoring: The performance of individual auditors and audit team members 

should be monitored to identify areas for improvement and ensure that audits are 

conducted in a consistent and professional manner. 

• Audit Program Effectiveness: The overall effectiveness of the audit program should be 

evaluated to determine if it is achieving its objectives and providing valuable insights into the 

organization's information security posture. 
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• Continuous Improvement: The results of audit program evaluations should be used to 

identify opportunities for improvement and to enhance the efficiency and effectiveness of 

future audits. 

9: Ability to Demonstrate the Application of Personal Attributes and Behaviors Associated with 

Professional Auditors 

This clause focuses on the personal qualities and behaviors expected of auditors. Professional 

auditors must possess a high level of integrity, objectivity, and competence. Key attributes include: 

• Professionalism: Auditors should conduct themselves in a professional manner, adhering to 

ethical standards and maintaining confidentiality. 

• Independence: Auditors must be independent and free from any conflicts of interest that 

could compromise their objectivity. 

• Competence: Auditors should have the necessary skills, knowledge, and experience to 

effectively conduct audits and evaluate information security controls. 

• Objectivity: Auditors must maintain an objective viewpoint and avoid bias in their 

assessments. 

 

Knowledge statements  
1. Audit Follow-ups, Surveillance Audits, and Recertification Audits 

Audit follow-ups are conducted after an initial certification audit to ensure that the organization is 

maintaining its compliance. They typically involve a review of corrective actions implemented in 

response to audit findings. 

Surveillance audits are conducted periodically between recertification audits to monitor ongoing 

compliance. They are typically more focused than initial audits and may involve specific areas of the 

ISMS. 

Recertification audits are conducted every three years to confirm that the organization continues to 

meet the requirements of ISO 27001. They involve a comprehensive review of the ISMS, including a 

re-evaluation of the organization's management system and controls. 

Steps and activities involved in these audits typically include: 

• Planning: Defining the scope of the audit, identifying audit team members, and developing 

an audit plan. 

• Conducting the audit: Gathering evidence, interviewing staff, and reviewing documentation. 

• Reporting: Preparing a comprehensive audit report that summarizes findings, 

recommendations, and nonconformities. 

• Follow-up: Monitoring the implementation of corrective actions. 

2. Conditions for Modification, Extension, Suspension, or Withdrawal of Certification 

ISO 27001 certification can be modified, extended, suspended, or withdrawn under certain 

circumstances. 
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• Modification: Changes to the scope of the certification or the organization's ISMS may 

require a modification of the certificate. 

• Extension: The certification period can be extended if the organization meets the necessary 

requirements. 

• Suspension: Certification can be suspended if the organization fails to address 

nonconformities or breaches the terms of the certification. 

• Withdrawal: Certification can be withdrawn if the organization has consistently failed to 

meet the requirements of ISO 27001 or has engaged in fraudulent activities. 

3. Application of the PDCA Cycle in Audit Program Management 

The PDCA (Plan-Do-Check-Act) cycle is a continuous improvement framework that can be applied to 

the management of an audit program. 

• Plan: Develop an audit plan that outlines the scope, objectives, and resources required for 

the audit. 

• Do: Conduct the audit, collect evidence, and identify findings. 

• Check: Review the audit findings and assess the organization's compliance with ISO 27001. 

• Act: Implement corrective actions to address any nonconformities and improve the ISMS. 

4. Knowledge of the requirements, guidelines, and best practices regarding audit resources, 

procedures, and policies 

• Audit Resources: This includes understanding the necessary human resources, tools, and 

infrastructure required for conducting audits. This involves identifying the qualifications and 

experience needed for auditors, as well as the technological tools and resources necessary to 

support the audit process. 

• Audit Procedures: This entails knowing the step-by-step process involved in conducting an 

audit, including planning, fieldwork, evidence gathering, evaluation, and reporting. It also 

involves understanding the specific procedures and methodologies used in different types of 

audits, such as internal audits, external audits, and certification audits. 

• Audit Policies: This refers to the organization's policies and guidelines governing audit 

activities. These policies may cover topics such as audit scope, frequency, reporting 

requirements, and the roles and responsibilities of different parties involved in the audit 

process. 

5. Knowledge of the types of tools used by professional auditors 

• Audit Management Tools: These tools help in planning, organizing, and managing the audit 

process. They may include features such as risk assessment, issue tracking, evidence 

management, and report generation. 

• Data Analysis Tools: These tools are used to analyze audit data and identify trends, patterns, 

and anomalies. They may include statistical analysis tools, data visualization tools, and data 

mining tools. 
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• Security Testing Tools: These tools are used to assess the security posture of systems and 

networks. They may include vulnerability scanners, penetration testing tools, and intrusion 

detection systems. 

6. Knowledge of the requirements, guidelines, and best practices regarding the management of 

audit records 

• Record Retention: Understanding the legal and regulatory requirements for retaining audit 

records. This includes knowing how long records should be kept, and the conditions under 

which they should be stored. 

• Record Confidentiality: Ensuring that audit records are kept confidential and protected from 

unauthorized access. This involves implementing appropriate security measures to prevent 

data breaches and unauthorized disclosure. 

• Record Accessibility: Ensuring that audit records are easily accessible when needed. This 

may involve developing a system for organizing and storing records, as well as providing 

access to authorized personnel. 

7. Knowledge of the application of the continual improvement concept to the management of an 

audit program 

• Continual Improvement: This principle emphasizes the ongoing process of enhancing the 

effectiveness and efficiency of an audit program. 

• Application: Auditors should understand how to: 

o Analyze audit findings to identify areas for improvement. 

o Implement corrective actions and preventive measures. 

o Monitor the effectiveness of these changes. 

o Use data and metrics to track progress and identify trends. 

8. Knowledge of the particularities to implement and manage a first, second or third party audit 

program 

• First-Party Audit: Conducted by the organization itself. 

• Second-Party Audit: Performed by a party with a vested interest in the organization, such as 

a customer or supplier. 

• Third-Party Audit: Carried out by an independent auditor. 

• Particularities: Auditors should be aware of: 

o The specific objectives and scope of each type of audit. 

o The relevant standards, regulations, and guidelines. 

o The potential biases or conflicts of interest that may arise. 

9. Knowledge of the competency concept and its application to auditors 

• Competency: The ability to perform a task effectively and efficiently. 
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• Application: Auditors should: 

o Understand the necessary skills, knowledge, and experience for their role. 

o Assess their own competencies and identify areas for development. 

o Participate in training and professional development activities. 

o Ensure that auditors on their team have the required competencies. 

10. Knowledge of the management of combined audits 

• Combined Audit: A single audit that covers multiple aspects of an organization's information 

security program. 

• Management: Auditors should: 

o Coordinate and plan combined audits effectively. 

o Ensure that the scope and objectives are clearly defined. 

o Allocate resources and responsibilities appropriately. 

o Manage the audit team and communicate effectively with stakeholders. 

11. Knowledge of the personal attributes and behaviors of a professional auditor 

• Personal Attributes: Qualities such as integrity, objectivity, confidentiality, and 

professionalism. 

• Behaviors: Actions and conduct that reflect these attributes. 

• Importance: Auditors should: 

o Adhere to ethical standards and avoid conflicts of interest. 

o Maintain objectivity and independence in their assessments. 

o Respect confidentiality and protect sensitive information. 

o Conduct themselves professionally and maintain a positive image. 
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